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ECA Operating System (ECAOS)

ECAOS is a protected operating system environment, equipped with a unique and practical feature called
Triple Layers, essential for both reliable and secure operation of the ECA.

Its ability to Soft Reset within few minutes significantly reduces system down time in the event of, though
rare, system disaster, such as corrupted Video Management Software or misconfiguration.

User Layer

(Current working layer)

is a normal user operation layer with protected OS environment, any system changes
without using the Embedded Security Key will be discarded after system reboot (Fast
Reset)

Deployment Layer

(Backup)

is a good working state layer, usually saved by System Integrator with pre-configured NVR
& camera settings

Factory Layer
(Hard Reset, restoration to this layer only accessible by System Integrator)
is a good working state layer, with original default settings shipped from factory




1. ECAOS LOGIN

By default, ECAOS Login screen

Press any key to go login screen

Username: admin
Default Password: password123
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1.1 List of event will show on the notification bar;

Disk Guard

Disk Incorrectly Placed Yes Yes On
Disk Correctly Placed Yes Yes On
Disk Removed Yes Yes On
New Disk Installed Yes Yes On
Old Disk Replaced Yes Yes On
Disk Health

Health Dropped to Warning Level Yes Yes On
Health Dropped to Critical Level Yes Yes On
Disk Monitor

Read Consistently Above the Threshold Yes Yes Off
Write Consistently Below the Threshold Yes Yes Off

Network Monitor

Send Consistently Above the Threshold Yes Yes Off
Receive Consistently Below the Threshold Yes Yes Off
Adapter Plugged/Unplugged Yes Yes On
Network Available/Unavailable Yes Yes (Only works for network available) On
CPU Monitor

Usage Consistently Above the Threshold Yes Yes Off
Usage Consistently Below the Threshold Yes Yes Off
Sudden Rise in CPU Usage Yes Not supported Off
Sudden Drop in CPU Usage Yes Not supported Off

Memory Monitor

Usage Consistently Above the Threshold Yes Yes Off
Usage Consistently Below the Threshold Yes Yes Off
Sudden Risein Memory Usage Yes Not supported Off
Sudden Drop in Memory Usage Yes Not supported Off




2. System Manager

System Manager can be launched by inserting the Embedded Security Key into any USB port on the ECA
while ECA is in Windows operating environment.

There is 2-way to run ‘SYSTEM MANAGER’ menu
* By plug in Security key to the front USB Security Port
* By Windows menu. You need ‘Virtual Access Code’

B system Manager v4.0.1 bt

0 DC Humber
D
Uptime: 6hr 35min e

Session Shield
Layer Management
SmartlLogic

TrueBlue Remote Support

>
e@@@ 0006006

N N
®

ECA Digital Certificate. @ TrueBlue Remote Support

Each of ECA come with their own unitserial number. Remotelysupport ECA system via Internet

NVR Run Time. Restart
Thisisthe time counter toindicate system Run time @ Reboot ECA
Session Shield Shutdown

Protect ‘C:\’ partition. Shutdown the ECA

Layer Management Exit
@ Reboot the NVR into Layer Manager @ Exit System Manager

(for System Restoration or Backup purpose)

SmartLogic Setting
Hard disk Health, Network monitoring , Application monitoring Notificationsetup




Security Key (USB Type) & Virtual Security Key

Security Key is a uniquely designed USB security key which is paired to the ECA. It only can be used
with the paired ECA.

If the key is lost, new key can be issued by GSF and the paired ECA will automatically reject the usage of
the lost key, should they be recovered later.

Run ‘SYSTEM MANAGER’ menu via Security key
Plug in Security key to the front USB Security Port. ‘SYSTEM MANAGER’ menu will pop up.

Security Key

[=] SR j
DC201807020002-v1

Virtual Access Code card

Front Cover key




2. System Manager

Run ‘SYSTEM MANAGER’ menu via OS menu
Without Security Key, to access to SYSTEM MANAGER require ECA Access code. This is to protect from
any un-authorized person accessing SYSTEM MANAGER.

e Tool
£ intemet Explorer
g

R o

<5 ECA Notifier

Call out System from Windows startup button

ECA Access o

Enter ECA Access code for
DC201807020004 or insert Security Key

Call up System via Windows menu, require 6-digit one-time Access Code to grant access to System
Manager.

* Refer to next page on how to get the 6-digit Access Code by using ‘Google Authenticator ‘
* Each Access Code only valid for 30 seconds.
* IMPORTANT! ECA and your phone must have same time clock..



ECA Access Code generator

For 6-digit Access Code, Download ‘Google Authenticator’ from Google Play OR App Store

v Google Authenticator
G Google LLC
EF

L2000

Downloads 172513 2 Tools Similar

Enable 2-step verification to protect your
account from hijacking.

314 WHAT'S NEW

* Adds experimental Security Key (FIDO U2F)
support to Chrome

‘Google Authenticator’ for Android

Pad T 5:30 PN % 35%M
{ Search

Google Authenticator

Google, Inc.
GET [

3.7 hkdok NoB4 4+

Ofers Phane 4

Goagle Aulhenticator works with 2-Step Verficalion for your Gaogle
Accaunt to provide an additional layer of security when siging in wsloper
Goole, Inc.

Ratings & Reviews See All

3-; outofs 25 Rating

Update for iPhone X Iphone X
ok *wdk

Convenient ZFA authenticator agp. Wake it full screen e iphane X please
Appreciate if app can be updated to
support iPhane X display.

‘Google Authenticator’ for 10S



Using Google Authenticator to get ‘Access Code ‘

o 428K T R Ll CH a5%

Add an account

You can add an account by selecting one of the

following options:

B]  Scanabarcode
B3 Enter aprovided key

After you turn on 2-Step Verification for your
Google account (or other accounts), you'll need

Ox  Yourpassword

B A code this app will generate for you

BEGIN

Click ‘BEGIN’ button Choose ‘Scan a barcode’ to
start scanning code on
Virtual Access Code card

16:57 028K/

Google Authenticator

851 901

6-digit Access Code

Place barcode within red lines

Place ‘Barcode’ in the
middle of the scanner box

6-digitAccess Code

*  6-digit Access Code
countdown.

* Access code change for every
30 seconds.

ECA Digital Certificateinformation

Click here to scan another QR
Code for
Certificate.

others ECA Digital



2. System Manager - Session Shield

Session shield which permanently stores all modifications into the User Layer.
Without doing so, all modifications of settings, software or Windows, are temporary
only, and will be discarded once the ECA is powered off or reboot.

Session Shield e

Session Shield

Shield Deactivate Shield status

Activate Session Shield

Deactivate Session Shield Allowed files or Folders to be

written permanently when
Allowed Files/Folders ‘Session  Shield’ status s

) ‘Activated’
Allowed Registry Keys

Matify me i shield was deactived

Allowed registry to be written
* By default the ‘Session Shield’ is in ‘Deactivate’ status permanently when ‘Session

Shield’ status is ‘Activated’

Session Shield

o Session Shield will be activated on the next system restart

Do you wish to restart systemn?

Yes Mo

‘Session Shield’ only can be activate/deativated after reboot.



2. System Manager — Layer Manager

Layer Management >

Layer Management

o IEETTT N

o BEETTN.
e Save Deployment Layer

Software Reset

ECA will reboot & go to Layer Manager. It will reset the ECA to Deployment Layer,
Layer which previously saved by user.

@ Hard Reset

ECA will reboot & go to Layer Manager. It will reset the ECA to Factory Layer, Layer
which previously saved by Manufacturer

@ Save Deploment Layer
ECA will reboot & go to Layer Manager. It will save/overwrite Deployment Layer



2. System Manager - SmartlLogic

SmartLogic >

Smart CD Logic

" hopicson onor R
T ©

ST o
I o
BT o

1 Application Monitor
Configure which application to start when login to Operating System

2 CPU Monitor
Monitor network incoming/outgoing bandwidth activity.

3 Memory Activity
Monitor network incoming/outgoing bandwidth activity.

4 Network Monitor
Monitor network incoming/outgoing bandwidth activity.

5> Disk Monitor
Monitor disk read write activity & set the periodically email sent frequency whenever
detected the activity below certain threshold

6 DiskHealth
Monitor disk health & set the periodically email sent frequency whenever detected
the health below certain threshold




2. System Manager — SmartLogic — Application Monitor

B Application Monitor Profiles - O >

Mame Filename Arguments Startln RunAs  Delay Respawn  Kill Previous

Close

Enter any name to represent

MNew Application Monitor Profile X
current profile

Browse application/ script to be
configure

Start In {optio

Start application using following user account _

Before Application Si

W Uponfi Startup delay & kill any other instance
B ¥ other instance(s) ale application before the application start

roughout the ertire Kill any other instance application
tion if not responding for: _ se 5) When app|lca thh was runnlﬂg

Application respawn when its
been kill




2. System Manager — SmartLogic — CPU Monitor

Monitoring CPU usage

CPU MONITOR SETTINGS

Smart Logic

CPU Monitoring DC201807020004

Estimate
;

@+
C

l:‘ Notification

l:‘ Send Email

CPU monitoring only active when the feature enable
2 Threshold value to notify when the threshold value is hit.

Set the notification if the activity below ratio by set the notification by
Notification on screen OR send via email

Graphical CPU usage base on current setting

Not sure the value to be enter?

If user doesn’t any idea on the value need to be enter, just press the ‘Estimate’. The application will
take 1 hour of data and display the value.



2. System Manager — SmartLogic — Memory Monitor

Monitoring memory usage

MEMORY MONITOR SETTINGS

Smart Logic

Memory Monitoring DC201807020004

Estimate
;

@+
C

l:‘ Notification

l:‘ Send Email

1 Memory monitoring only active is the feature enable
2 Threshold value to notify when the threshold value is hit.

Set the notification if the activity below ratio by notification on screen OR send
via email

Graphical memory usage base on current setting

Not sure the value to be enter?

If user doesn’t any idea on the value need to be enter, just press the ‘Estimate’. The application will
take 1 hour of data and display the value.



2. System Manager — SmartLogic — Network Monitor

Monitoring network usage

NETWORK MONITOR SETTINGS

Smart Logic

Network Monitoring DC201807020004

Receive

338 bytes/s

l:‘ Notification

|:| Send Email

1 Set the minimum receive network activity to trigger notification
2 Set the minimum send out network activity to trigger notification

Set the notification if the activity below ratio by Notification on screen OR send
via email

Graphical memory usage base on current setting

Not sure the value to be enter?

If user doesn’t any idea on the value need to be enter, just press the ‘Estimate’. The application will
take 1 hour of data and display the value.



2. System Manager — SmartLogic — Disk Monitor

Monitoring disk write and read activity

DISK MONITOR SETTINGS

Smart Logic

Disk Monitoring DC201807020004

l:‘ Notification

l:‘ Send Email

1 Set the minimum write harddisk activity value to trigger notification

2 Set the minimum read harddisk activity value to trigger notification

w

Set the notification if the activity below ratio by Notification on screen OR send
via email

I

Graphical memory usage base on current setting

Not sure the value to be enter?
If user doesn’t any idea on the value need to be enter, just press the ‘Estimate’. The application will
take 1 hour of data and display the value.



2. System Manager — SmartLogic — DiskHealth

Monitor disk health & set the periodically email sent frequency whenever detected the health
below certain threshold

DISK HEALTH
Eile

Smart Logic

Disk Health Monitoring 9 e DC201807020004

System Disk Ok Temperature: l 34°C
Health: i All S.M.ART. values are OK
Mo bad sectors detected

Power On Time: 24 Days
4 Systemn Disk - (KINGSTON SUVAD0S37120G)
Disk Serial/Firmware: 50026B777C01AC30/96R9
Total Disk Capaaty: 120 GB
Controller: Intel(R) C600+/C220+ series chipset SATA RAID Controller
Location: Bus Number 0, Target ID 0, LUN 0
4 Partition Details:
SYSTEM (C:) 18.8 GE free 31.9 GE total NTFS file system
TEMP (D:) 76.8 GB free 79.7 GB total NTFS file system

1 Show the total hard disk & status
2 Detail for selected disk

3 Attribute detail for selected disk

Type of Event:

Warning:

* Hard diskstill safe to be used, recommend to change the hard disk
Critical:

* Please change the hard disk immediately



5 TrueBlue Remote Support

TrueBlue Remote Support is an online live support service
backed by the professional TrueBlue Support team. This service
allows our TrueBlue Engineer to remotely access the targeted
ECA, and gain full control for troubleshooting, usually on
software and OS related issues. Remote Support session works
similar to Remote Desktop.

To establish TrueBlue Remote Support session, the targeted ECA

1. Must be connected to internet (check with your network
administrator for appropriate settings);

2. Must be able to launch either in System Manager if the issue
is Software or OS related; or

3. Must be able to launch in Layer Manager if the issue is OS
related, example, cannot boot into Windows.

System Manager

To begin a TrueBlue Remote Support sessionin

1. Call TrueBlue Support Line:

+60-3-8090 8088;

1. Insert Security key into any USB port on the ECA;

Press the “TrueBlue Quick Support” button;

3. Inform the ID number and password (if any) shown on the
TrueBlue Quick Support window to the TrueBlue Engineer
over the phone call.

N

Layer Manager,
To begin a TrueBlue Remote Support sessionin
1. Call TrueBlue Support Line:
+60-3-8090 8088;
Insert Security key into any USB port on the ECA;
Power Up the ECA;
While in Layer Manager, log in to SI Mode (Refer page 13)
Press the “TrueBlue Quick Support” button;
Inform the information as below to TrueBlue Engineer over
the phone
1. ID number
2. password (ignore)

e wNh e

TrueBlue’ Support

B system Manager v4.0.1 *

DC Number
DC201807020004

Uptime: 6hr 35min

Layer Management

Smartlogic

TrueBlue Remote Support

Restart

Shutdown

Exit

-] TruaBlue Remote Suppor mm

TrueBlue®
Remote Support

Allow Remote Control E o3

ct (gecure connection)

Cancel

TrueBlue Engineer will keep you informed via phone call when they are done with the troubleshooting.
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4.4 Notification Setting

#. Settings — O 4

Mail Servers Notification

Recipients
Mail Server SmartLogic Mail Server
From

trueblue@qgsfcom.com

Prefix Subject

Save and Send Test
. Save
Email

1 Notification toggle
2 Primary email to receive notification
3 Carbon copy email to receive notification

4 Set front prefix subject for easier to recognize from which ECA the notification
receive from

5 Send testemail to recipient

How to add multiple email address? email@email.com, email2@email.com, email3@email.com
Example ‘Subject Prefix’: SVR1blockA, NVR@Factory B.

10
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6. Layer Manager

Layer Manager is the second management mode on the Embedded Security Key that
allows its user to perform administrative tasks to its paired ECA, such as Soft Reset, Hard
Reset (Factory Default) and Save Deploy layer.

Accessing to Layer Manager

Access Layer Manager mode on OFF-STATE
1. Insert the Security Key to any USB port on the ECA
2. Power On the ECA.

Access Layer Manager mode from Windows

1. Insert Security key front USB port on the ECA

2. Click ‘Layer Management’ menu on System Manager
3. Remove the key from USB port & ECA will reboot

Soft Reset
Reset the ECA to Deployment Layer
(Layer previously saved by user)

DC Number:
Not Available

Hard Reset
Reset the ECA to Factory Layer
(Layer previously saved by manufacturer)

Save Deployment Layer
Save/Overwrite current Deployment Layer

IP: 192.168.0.100

Save Deployment Layer TrueBlue Remote Support
Reset the ECA to Deployment Layer
Lo asisssnitins 3 inls (Layer previously saved)

Restart

Shutdown
Shutdown the NVR system

12



Heartbeat

Heartbeat is a round the clock hardware safeguard. Its micro controller overlooks the whole
hardware platform to ensure continuous operation even inthe event of critical breakdown.

In the event the server failed, it will send help signal via digital I/O or can be connect to CMS Alarm.

In what event the HeartBeat will react?
*Unauthorized Shutdown: The HeartBeat will reboot the ECA
*Unauthorized Power Unplug: HeartBeat will produce beep tone (Tone Pattern 5)
*ECA hang: HeartBeat will force restart the ECA after 2 minutes no respond
*Blue screen: HeartBeat will force restart the ECA after 2 minutes no respond

7.1 HeartBeat Behavior
1 Norepeat *ECA OFF *Shutdown/Power Cut detected
© *ln OS/BIOS  *HeartBeatinitiate reboot
2 20s *ECA OFF *Low HeartBeat battery!
ooo *ECA ON *HeartBeat failed toreboot
3 Norepeat ECA HeartBeat initializing after first
S & & oo Rebooting  reset.
P Norepeat ECA HeartBeat establish USB link.
4 o) © Rebooting
10s *ECA OFF *Unauthorized powerunplug?
5 ea=n o o *ECA ON *Unauthorized ECA reboot more

than 3 times3

1, 2power ON the ECA will mute the beep tone
3 Shutdown the ECA will mute the beep tone (This doesn’t apply to AC power cut)

7.2 ECA power LED indication

Slow glow and dim System runningin OS *HeartBeat operating normally
Blinking *ECA OFF *Low HeartBeat battery
*ECA rebooting *ECA inrebooting status
*System runningin OS * Heartbeat notready

16



8.1 HY & FX Series System Interface

Heartbeat Light
SecurityUSBslot

PowerButton

ECA\ engineered computer appliance

FrontView

Designed by GSF Corporation

O]
DRI
Ve

AL P

Heartbeat LAN

DisplayPort

USB2.0 VGA USB3.0 HDMI Reset Heartbeat

LAN #2 LAN #1

Rear View
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8.1 EX Series System Interface
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Heartbeat Light

PowerButton

AL P

USB2.0

SecurityUSBslot

FrontView

Designed by GSF Corporation
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e e e
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AP s

DisplayPort

VGA USB3.0 HDMI

LAN #2 LAN #1

Rear View

ECA\ engineered computer appliance

Heartbeat LAN

Reset Heartbeat
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8.1 DX Series System Interface
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Heartbeat Light

PowerButton

AL P

USB2.0

SecurityUSBslot

SECURITY KEY

FrontView

Designed by GSF Corporation
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AP s

DisplayPort

VGA USB3.0 HDMI

LAN #2 LAN #1

Rear View

ECA\ engineered computer appliance

Heartbeat LAN

Reset Heartbeat
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8.1 DX Series System Interface

Heartbeat Light

PowerButton

AL P

USB2.0

SecurityUSBslot

| SECURITY KEY

FrontView

Designed by GSF Corporation

0

AP s

DisplayPort

VGA USB3.0 HDMI

LAN #2 LAN #1

Rear View

ECA\ engineered computer appliance

Heartbeat LAN

Reset Heartbeat
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8.1 DX Series System Interface

Heartbeat Light

PowerButton

AL P

USB2.0

SecurityUSBslot

| SECURITY KEY

FrontView

Designed by GSF Corporation

0

AP s

DisplayPort

VGA USB3.0 HDMI

LAN #2 LAN #1

Rear View

ECA\ engineered computer appliance

Heartbeat LAN

Reset Heartbeat
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