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ecaOS is a protected operating system environment, equipped with a unique and practical feature
called Triple Layers, essential for both reliable and secure operation of the ECA.

Its ability to Soft Reset within few minutes significantly reduces system down time in the event of,
though rare, system disaster, such as corrupted Video Management Software or misconfiguration.

Layer

User Layer
Current working layer

Deployment Layer
Backup Layer

Factory Layer
Backup Layer

I Soft Reset

I Hard Reset

Triple Layer ecaOS

Description
This is a normal user operation layer with a protected OS environment,

any system changes without using the Embedded Security Key will be
discarded after system reboot (Fast Reset)

This is a good working state layer, usually saved by System Integrator
with pre-configured NVR & camera settings

This is a good working state layer, with original default settings shipped
from factory

© GSF Corporation
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ecaOs Login

Some ECA may be shipped without automatic login, subject to configurations. In such case, the
ecaOS prompt for OS login, as follow:

GSF

localadmin

Figure 1: ecaOS Login Screen

Please contact TrueBlue Support to obtain the login credentials:

Email : trueblue@gsfcorp.com

Contact number : +60-3-80908277

Information to provide:

o Digital Certificate number of the ECA, usually can be found on the front panel of the ECA,
and starts with DC20XXXXXXXXXX (14-digits)

e End-user’s name

ecaO0S Locked Out

if the password is incorrect for 3 times consecutively, the login screen will lock for 15 minutes,
before allowing retry.

GSF

localadmin

The referenced account is currently locked out and may not be logged on to.

Figure 2: Account Locked Out

© GSF Corporation
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2

Dashboard and Notification

Location of the Dashboard application and ecaOS Notification display area.

Notification \

Network cable unplugged
Netwark phu
Firewall & network protection

& Securlty and Maintenance

n Check Storage Spaces for issues

Dashboard

/

)

Figure 3: ecaOS Desktop

Notification Where all the activities within the ECA will be prompted out

Dashboard A web-based interface displaying overall information and system vitals of
the ECA machine status

© GSF Corporation
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21 Accessing ecaOS Dashboard

There are two ways to access ecaOS Dashboard.
1. Security Key (USB type)
2. Virtual Security Key (card with QR code)

Virtual Security Key
for your ECA

<>Gse

Figure 4: Security Key & Virtual Security Key Card

2.2 How to use Security Key (USB)

1. Insert Security Key to SECURITY KEY port on front panel of ECA.

Security Key port

Figure 5: Security Key USB Port Location

2. Run ‘ecaOS Dashboard’ m from Taskbar.

© GSF Corporation
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2.3 How to use Virtual Security Key (ECA Access Code)

1. Run ‘ecaOS Dashboard’ @ from Taskbar.
2. Enter Access Code from authenticator apps.

H B Login - eca0s x B - o
&

% https://localhost:22334/login?ReturnUrl=%2F A 18 e e

ECA

DC200012340005

Security Key Verification

Enter access code or insert security key

Need Help?

<>GSF

Figure 6: Dashboard Login Page

24 Get Virtual Security Key (ECA Access Code)

ECA Access code is mandatary for logging into the Dashboard. To obtain the ECA Access code,
follow the procedures below:

1. Download an Authenticator app.
e For Android user, go to Google Play.
e ForiOS user, go to App Store.

2. Search for ‘authenticator’. Then, Google Authenticator or Microsoft Authenticator should
appear in the result. You can install either one as the authenticator to use with ecaOS for
obtaining the Access code.

Google Microsoft
Authenticator Authenticator
Google LLC Microsoft Corporation

Figure 7: App search results

3. The following procedure is based on using Google Authenticator.

Before using an authenticator app, ensure that your device’s time is synchronized with ECA’s time. If
it is not, the code may not work correctly

© GSF Corporation
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GSF

4. Run Google Authenticator on your device. Click Begin button.

After you turn on 2-Step Verification for your

Google account (or other accounts), you'll need
O+  Your password

a A code this app will generate for you

BEGIN

Figure 8: Authenticator Setup

Choose Scan a barcode to start scanning the QR code found on the Virtual Security Key
card.

we 5.97K/s ©

Add an account

You can add an account by selecting one of the
following options:

[ Q Scan a barcode

B3 Enter aprovided key

Figure 9: Authenticator Setup

© GSF Corporation
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\\

2?GSF

6. Ensure the QR code is positioned correctly within the scanner frame.

0.14K/s

Place barcode within red lines

Figure 10: Authenticator Setup
7. Once successful, the Access code will display in the app.

16:57

Google Authenticator

851 901

Figure 11: Authenticator Setup (4 of 4)

© GSF Corporation

Access Code

Access Code will
change for every 30
seconds

Click here to scan
another QR Code for
others ECA ‘Virtual
Security Key’.
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8. Enter the 6-digits One-Time-Passcode (OTP) access code into the Security Key Verification
page (ecaOS Dashboard login page).

B Login - eca0s b4

&} (2] https;//localhost:22334/login?ReturnUrl=%2F A T 5= -

ECA

DC200012340005

Security Key Verification
Enter access code or insert security key

8 5 1 9 0|

Need Help?

<>GSF

Figure 12: ecaOS Dashboard Login Page

© GSF Corporation
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Accessing ecaOS Dashboard Remotely

1. Open web browser on the remote computer.
2. Inthe web browser’s address bar, enter the IP address of the ECA, in this format:

https://<ipaddress>

Example: https://10.0.0.39

Alternatively, you may also insert the ECA’s Digital Certificate (DC number), also known as the
serial number, in the following format:

https://<ECA serial number>

Example: https://DC200012340005

Default access port number for ecaOS Dashboard is 443. This port number is customizable in the
Dashboard configuration.

3. Click Advanced.

P

@ [ | Privacyerror X ‘ + = 0 X
&« O A Notsecure | hips//192.168.1.158 A ¢y (u}

Your connection isn't private

Attackers might be trying to steal your information from 192.168.1.158 (for example, passwords,

messages, or credit cards).

NET::ERR_CERT_AUTHORITY_INVALID

Figure 13: Dashboard Remote Access (1 of 2)

© GSF Corporation
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4. Click the link Continue to dexxxxxxxxxx (unsafe)

m

&< O A Notsecure | hips//192.168.1.158 A ¥ (W3]

Your connection isn't private

Attackers might be trying to steal your information from 192.168.1.158 (for example, passwords,
messages, or credit cards).

NET::ERR_CERT_AUTHORITY_INVALID

Hide advanced m

This server couldn't prove that it's 192.168.1.158; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Continue to 192.168.1.158 (unsafe)

Figure 14: Dashboard Remote Access (2 of 2)

© GSF Corporation
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2.6 Dashboards

The Dashboards shows overall information about the ECA machine and some of its system vitals.
The information is summarized in a card style display.

Example of information and status display in the Dashboards are:

\\ o m
83 Dashboards

Machine Session Shield

;] Uptime: 2 hours 55 minutes O Deactivated
Last Reboot: 3 June 2025, 9:21 Reboot Required: N/A

. Processor Activity 6.6% T Memory Activity 38.4%
| NORMAL | | NORMAL |

am Disk Read am Disk Write

0.0B. 971.3kB

- /s - /s
Network Send Network Receive

& 123.2kbps -y el 106.5 kbps

lemperature

37°C 32°C

Fan Speed
3282 RPM 3529 RPM
| NORMAL | | NORMAL

System Voltage

3.376 V 12.312V 2.896 V
[ NORMAL [ NORMAL | [Low |
Service Monitor

Figure 15: ecaOS Dashboards

© GSF Corporation
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System Disk

Disk Health

Bay 10

System Disk
Bay 1
Bay 2
Bay 3
Bay 4
Bay 5
Bay 6
Bay 7
Bay 8
Bay 9
Bay 10
Bay 11
Bay 12
Bay 13
Bay 14

Bay 15

Figure 16: ecaOS Dashboards — Disk Health

Disk Guard

Figure 17: ecaOS Dashboards — Disk Guard

© GSF Corporation
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8 Applications
8.1 System Monitor
System Monitor provides users with real-time information on Processor Temperature, Mainboard

Temperature, PSU Temperature®, Processor and System Fan Speeds, as well as 3.3V System
Voltage, 12V System Voltage, and Mainboard Battery Voltage.

‘ @ *Only applicable to ECA4.5 and above, with TBSP-ECAPSE-R600 power supply unit (PSU).

) Processor Temperature Current | 30 Minutes

emperature *C Average Temperature *C

Normal 34 36

Figure 18: Processor Temperature monitor

B System Temperature Current | 30 Minutes

Normal 32 32

Figure 19: System Temperature monitor

© GSF Corporation
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4y Processor Fan Current | 30 Minute: Hour | 3 Hours

Speed RPM Average Speed RPM

Normal 3054 3086

Figure 20: Processor Fan monitor

& system Fan Current | 30 Minute: Hour | 3 Hours

Speed RPM Average Speed RPM

Normal 3267 3281

Figure 21: System Fan monitor

* 3Vv3 System Voltage Current 0 Minutes Hour 3 Hours

Voltage Average Voltage

Normal 3.328 3.329

Figure 22: 3V3 System Voltage monitor

© GSF Corporation
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* 12V System Voltage Current | 30 Minutes Hour 3 Hours

Voltage Average Voltage

Normal 12.16 12.158

Figure 23: 12V System Voltage Monitor

5' Mainboard Battery Voltage Current 0 Minutes Hour Hours

Voltage Average Voltage

Normal 3.136 3.141

Figure 24: Mainboard Battery Voltage monitor

il Psu Temperature Curent | 30 Minutes Hour | 3 Hours

Temperature “C Average Temperature *C

Normal 28 28

Figure 25: PSU Temperature monitor* (only applicable with TBSP-ECAPSE-R600 PSU.
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8.2 App Monitor

The App Monitor displays the status of applications tracked by the Application Monitor, as well as
services within ecaOS that have been included in the Service Monitor.

(<] A3
Application Montor Summary Secvice Monitor Summary
o 2
o o
o o
o
App Monsor Stat
Name Tybe ¢ FllePain status
CAProgram Fies (186)1GSFecADS\Servics \ACURTOn\ActvationSarvice exe cmzw
CA\Program Fées (86)\GSF\ecs0S\Services \AuthK ey \AuthKey Service exe , CcmzZ W

Figure 26: Service Monitor Summary

8.2.1 Add Application

1. To add application, click the Add Application button.

Service

ca0s Disk Health

N Service - Running ¢ mz W

Service

eca0s Disk Activit —
2 Service - Ruming C W # W

service

eca0S Event Log Service Service Running cmEN
+ Add Application 4+ Add Service

GSF Corporation

Figure 27: Add Applications

2. Enter the application name

Notepad

Figure 28: Application Monitor (1 of 4)

3. Insert the path to the application to be added. Then, press Next.

© GSF Corporation
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4. Apply setting

Settings

General

C:\Windows\System32\notepad exe

Figure 29: Application Monitor (2 of 4)

Settings

Upon first execution, delay for

Seconds

If other instances are already running, terminate them

Terminate other instances throughout the entire

Terminate application If it does not respond after

Attempts

Respawn application

Figure 30: Application Monitor (3 of 4)

What it does

Upon first execution delay for

Set the delay before starting the application

If other instance(s) are already
running, terminate them

If another instance of the same application is already started (not by
Application Manager) terminate that instance.

Terminate other instance(s)
throughout the entire session

If another instance attempts to start again after the Application Monitor has
started the application, terminate it. This prevents duplicated instance.

Terminate application if it does not
respond after __ attempts

If the application does not respond after the number of attempts specified,
the Application Monitor will terminate it.

Respawn application

The Application Monitor will respawn the application if it is not running, or if
it is closed. This ensures the application is always running.

© GSF Corporation
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5. Once the application has been successfully added, its status will appear on the 'Application
Monitor'

Application Monitor Summary Service Monitor Summary
1 27
0 0
App Monitor 0 0
°

App Monitor Status
Name Type File Path Status
Aonit Applicati - [ BT |
se

[T |
[ BCa |
L EECa |
vice "z W
e LA

Figure 31: Application Monitor (4 of 4)

8.2.2 Delete Application

1. To delete application to be monitor, click the ¥ putton of the application to be delete

Application Monitor Summary Service Monitor Summary
W system
1 27
0 0
App Monitor 0 0
o
App Monitor Status
Name Type File Path Status
[ o C:\Program Files\GSF\Maculs Enterprise Recording R O
acula Monito oplication Running
i Server\VMSMonitor.exe

Figure 32: Delete monitored application (1 of 2)

2. Clickon ¥ to proceed with the deletion

A\ Delete Appiication Monitoring

application Macula Monitor will no longer be monitored. Are you sure you want

1o delete?

Figure 33: Delete monitored application (2 of 2)
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8.2.3 Add Services

1. To add services, click the Add Service button.

ecaOS Event Log Service Service  C:\Program Files (xB6)\GSF\eca0S\Services\EventLog\LogService exe

208 Machine Service Service  C:\Pragram Files (xB6)\GSF\eca0S\ServicestMachine\MachineService exe
Showing 11010 of 26 rows n [—

Figure 34: Add Services

2. Click the drop-down button.

Select Windows Service

\\

2?GSF

cC ez @

cm W

Figure 35: Select Windows Services (1 of 4)

3. Select the services to be added into Service Monitor.

Select Windows Service

€ca0s Activation Service

ActivationService

AllJoyn Router Service
AJRoster

Application Layer Gateway Service
ALG

Application identity
AppiDsve

Application Information

Appint

Application Management
AppMgmt

Ao Readiness

Figure 36: Select Windows Services (2 of 4)

© GSF Corporation
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4. Click m button

Select Windows Service

Windows Services

m

5. Select the actions that Service Monitor should perform when the services stop working. Click

E to save the setting.

Action

Figure 37: Select Windows Services (4 of 4)

© GSF Corporation
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8.24 Delete Services

1. To delete services, click the EI button of the service to be deleted.

Service Monitor Status
Name v Service Display Name Status Action

VMSWatchdog Macula Server Watchdog Running No Action ¢ m = n

VMSServer Macula Server Running No Action (G B |
SmartLogicCoreService GSF SmartLogic Core Running Restart ¢ m =z W
Sessionshieldservice eca0s Session Shield Service Running Restart ¢ =z u
NotifierService eca0s Notification Service Running Restart ¢ n =9
NetworkMonitorService eca0S Network Activity Service Running Restart c mnu
MemoryMonitorService eca0S Memory Activity Service Running Restart ¢ mz W
MachineService eca0s Machine Service Running Restart (< i | o

Figure 38: Delete Services (1 of 2)

2. Click on to proceed with the deletion.

A Delete Service Monitoring

Windows Service Macula Server Watchdog will no longer be monitored. Are you
sure you want to delete?

Close

Figure 39: Delete Services (2 of 2)

© GSF Corporation
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System Activity
Processor Activity

Processor Activity monitors CPU usage and notify via email when the usage above the threshold
value.

ecaOS can generate notification to alert users, when ECA CPU Alert utilization goes above the
configured threshold for a pre-defined period.

Average Utilization o: The status will be based on Average CPU Utilization. The status will
change to High if average CPU Utilization exceeds the threshold set under Processor Activity
Monitor @.

Processor Activity Utilizatior m e @

D Current Utilization 9.5%

Average Utilization 8.5% (10min) 8.6% (min) 8.4% (hr) 8.6% (day)

0 Utilization % Average Utilization ¢

| |
| | | |
A o e i e Ay I, W0 W WV ] I O VAR Y0 D

Figure 40: Processor Activity (1 of 2)

The example below demonstrates the Processor Activity Monitor configured with a threshold of
50% over 10 minutes. If the average Processor utilization exceeds 50% for more than 10 minutes,
the CPU activity status will change to "High." This event will trigger an email notification and an
alert in the notifications panel.

Processor Activity Utilization [[EEIENIIE o

H Current Utilization 90.5%

Average Utilization 04.0% (10min) 93.2% (min) 31.4% (hr) 23.9% (day)

Figure 41: Processor Activity (2 of 2)

NOTE:

e Click on Use Suggested for recommended value calculated by the system based on
real-time usage.

© GSF Corporation
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e For email and notification setting, go to Settings

e Sample email of the Processor activity event can be found in the Appendix Processor
Activity

8.3.2 Memory Activity

Monitor the memory usage and notify/email if the usage above the threshold value. ecaOS can
generate notification to alert users when ECA Memory utilization goes above the configured
threshold for a pre-defined period.

Memory Activity: The status will be based on Average Memory Usage. The status will change
to High if the Average Memory Usage is higher than threshold set under Memory Activity Monitor.

Memory Activity Usage m Q

Current Usage 42.8%

Average Usage 42.6% (10min) 42.8% (min) 42.4% (hr) 38.5% (day)

Usage Average Usage

Figure 42: Memory Activity (1 of 2)

The example below to demonstrate that the Memory Activity Monitor set to enable, the threshold
set to 50% for 5 minutes. The Memory Activity status will change to High if the Average Memory
Utilization is higher than 50% for more than 5 minutes. This event will be notified by email and at
the notification.

Memory Activity Usage m O

Current Usage

erage Usage 53.8% (10min) 54.0% (min) 39.0% (hr) 36.5% (day

Figure 43: Memory Activity (2 of 2)

NOTE:

¢ Click on ‘Use Suggested’ for reference value calculated by the system.
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e For email and notification setting, go to Settings

e Example email of the Memory activity event in the Appendix Memory Activity

© GSF Corporation
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Disk Activity

Disk Activity provides real-time monitoring of disk usage, tracking average activity per minute,
hour, and day. It includes automatic alerts if disk read or write activity deviates above or below
predefined threshold limits for a specified duration. This feature is particularly useful for detecting
issues such as accidental deactivation of the recording function in VMS software. When recording
is turned off, disk writing ceases, prompting the system to alert users of potential CCTV recording
interruptions.

Disk Activity Read [[TLLL write [EEETH o

| currentRead 0.0B/s
Average Read 1.7 kB/s (10min) 0.0 B/s (min) 467.0 kB/s (hr) 440.9 kB/s (day)
Current Write 35.5 MB/s

Average Write  24.3 MB/s (10min) 24.3 MB/s (min) 24.5 MB/s (hr) 24.5 MB/s (day)

Read Write

Figure 44: Disk Activity (1 of 2)

The following example demonstrates the configuration of the Disk Activity Monitor for both read
and write operations.

The average disk read threshold is set to exceed 1 MB/s for 5 minutes, while the average disk
write threshold is configured to drop below 22 MB/s for the same duration. If these thresholds are
exceeded, the system will send a notification via email and display an alert in the notification panel.

Disk Activity Monitor

Trigger when average disk read is above | 1 MB/s v |for | § minutes

Trigger when average disk write is below 22 MB/s + for & minutes

Figure 45: Disk Activity (2 of 2)

NOTE:
¢ Click on ‘Use Suggested’ for reference value calculated by the system.
e For email and notification setting, go to Settings

e Example email of the Disk activity event in the Appendix Disk Activity

© GSF Corporation
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8.34 Network Activity

Network Activity displays real time network usage activity. It can automatically calculate average
network utilization per minute, per hour or per day. This average value is important for the
estimation and observation of network utilization, as incoming throughput from the network
cameras or video sources varies throughout the day, where daytime throughput is usually higher
than nighttime.

Automatic alert if network received or sending is fall or raise above threshold limit for a period of
time. This is very useful if some of the cameras was accidentally offline due to faulty PoE switch.

Network Activity Send [[EELLM Receive [0 O

\ Current Send 17.4 Mbps
Average Send 3.3 Mbps (10min) 6.4 Mbps (min) 6.2 Mbps (hr) 3.3 Mbps (day)
Current Receive 238.3 Mbps
Average Receive

250.7 Mbps (10min) 250.8 Mbps (min) 257.6 Mbps (hr) 264.6 Mbps (day)

Send Receive

Figure 46: Network Activity (1 of 2)

By the example below to demonstrate that the Network Activity set to trigger email & desktop
notifications.

Network Activity Monitor

Trigger when average network send is above 4 Mbps v for 5 minutes

Trigger when average network receive is below =~ 226 Mbps v for 5 minutes

Figure 47: Network Activity (2 of 2)

It will trigger when the data send over network above 4 Mbps for 5 minutes

It will trigger when the data receive below set threshold 226 Mbps for 5 minutes

NOTE:
¢ Click on ‘Use Suggested’ for reference value calculate by the system.
e For email and notification setting, go to Settings

o Example email of the Network activity event in the Appendix Network Activity
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8.4 Storage Monitor

The "Storage Monitor" can provide details about every disk that is connected to the ECA.

- svsvn‘ﬁ (©)

Figure 48: Storage Monitor

8.4.1 Volumes

All of the available volumes will be placed here under the Volumes tab.

In figure 60, showing four volumes together with their respective usage bars. DataSpace (F:) is
an RSS storage, it spans across Bays 1, 4, and 5, and already consumed 83.15% of its available
space. New Volume (G:) is located in Bay 10 and currently unused.

Last Updated: 25 June 2028 100424 C*

SYSTEM (C)

TEMP (D)

Figure 49: Storage Monitor — Volumes

8.4.2 Disks

Display status all connected hard disk to the ECA.

HDD stores important video evidence data. It is important to ensure the data remains intact in the
ECA. HDD insertion and removal events on the ECA are tracked by Storage Monitor. Additionally,
it keeps track of disk health and alerts users when it falls below a predetermined threshold.

© GSF Corporation
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Details about the disk in the Disks tab:

HDD Model, Serial number, Firmware

HDD Status, Temperature, Power up time

HDD volume information

Disk Guard status

o Online: Hard disk installed. Using by OS
o Offline: Hard disk installed. Not using by OS
o No Disk: No hard disk installed.

o Removed: Previous hard disk has been removed.

o Replaced: Hard disk has been replaced with different serial number.

Last Updated n
oisk Model swws  Volmes Disk Guar
KINGSTON SUV4005371206 1315 Critcal | ¢ o
ST400OVX000-1F4168 [100% Heaithy | v
ST16000NM001G-2KK103 V
WDC WD2002FYPS-01U18
ST4O0OVX000-1F4168
ST4O00VX000-1F 4168 [100% Heaithy |
o Disk
NNNNNN
TOSHIBA MDO3ACA300V
WDC WD30EURX-S4HYZYO
TOSHIBA MCOSACA400E 6

WDC WD30EURS-63SPKY0

Figure 50: Storage Monitor — Disks

Disk list shown depending on the ECA model:

NOTE:

ECA-FX46: System Disk, Bay 1 — Bay 15

ECA-EX46: System Disk, Bay 1 — Bay 10 & HD1
ECA-DX46: System Disk, Bay 1 — Bay 5, HDD1, HDD 2
ECA-MX46: System Disk, HDD1, HDD 2

ECA-VW44: System Disk, HDD1, HDD 2

System Disk is the drive containing operating system.

© GSF Corporation
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e Hard disks insert in the hotswap bay will label shows as a ‘Bay’.
e Internal hard disk will label HDD1 & HDD?2 is for the internal hard disk.

When hard disk removed, the hard disk information still shown with ‘Removed’ status.
Acknowledge the removed hard disk will change to latest status.

Figure 51: Disk removed

8.4.3 S.M.AR.T.

Under S.M.A.R.T (Self-Monitoring, Analysis and Reporting Technology), will display S.M.A.R.T
value. lts primary function is to detect and report various indicators of drive reliability with the

intent of anticipating imminent hardware failures.

O | gee .

Figure 52: Storage Monitor - S.M.A.R.T.

e For email and notification setting, go to Settings

e Example email of the Disk Health event in the Appendix Disk Health

Example email of the Disk Guard event in the Appendix Disk Guard
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8.4.4

Hard disk change during ECA Power Off

Dashboard will be sending notification via email to inform there is hard disk changing during
ECA off stage (power off). This feature is part of Disk Guard, to protect the Data/Evidence,
ensure the same serial number was in the ECA machine before and after power on.

.2210.0408] Hard Disks change detected - Message (HTML) pel

File Message Help Acrobat
W v~ & B~ | &9 € - | off sheretoTeams | §1 B3+ F. H- . O Find | EBv | -
] v
[DC201809140003 ecaOs 6.0.2210.0408] Hard Disks change detected
@ ECA Notifications <noreply@gsf.ms= © Reply | € Reply All | — Forward || B | |-
To © jemi Thu 6/10/2022 5:46 PM
(i) there are problems with how this message is displayed, click here to view it in a web browser.
[
<
—7GSF B
Dear user,
Hard disks placement and/or online status change detected while disk guard service was offline.
Previous Disk Configuration:
Model Serial # Online/Offline Status
System Disk  KINGSTON SUV500120G 50026B778212CD22 Online Inserted
Bay1 No Disk
Bay 2 ST16000NMO01G-2KK103 ZL2GE079 Online Inserted
Bay 3 ST16000NMO01G-2KK103 ZL2GDGDY Online Inserted
Bay 4 ST16000NMO01G-2KK103 ZL2GE18Q Online Inserted B
Bay 5 ST16000NMO01G-2KK103 ZL2FPTHG Online Inserted
Bay 6 ST16000NMO01G-2KK103 ZL2G3BKT Online Inserted
Bay 7 ST16000NMO01G-2KK103 ZL2G3TVW Online Inserted
Bay 8 ST16000NMO01G-2KK103 ZL2G0D00 Online Inserted
Bay 9 No Disk
Bay 10 No Disk
Bay 11 ST16000NMO01G-2KK103 ZL2EAXRX Online Inserted
Bay 12 ST16000NMO01G-2KK103 ZL2GDA7V Online Inserted
Bay 13 No Disk
Bay 14 No Disk
Bay 15 ST16000NMO01G-2KK103 ZL2GDGNL Online Inserted
Current Disk Configuration:
Model Serial # Online/Offline
System Disk KINGSTON SUV500120G 50026B778212CD22 Online
Bay 1
Bay 2 S5T16000NMO001G-2KK103 Z12GE079 Online
Bay 3 S5T16000NMO001G-2KK103 Z12GDGDY Online
Bay 4 S5T16000NMO001G-2KK103 Z12GE18Q Online
Bay 5 S5T16000NMO001G-2KK103 Z12FPTHG Online
Bay 6 S5T16000NMO001G-2KK103 Z12G8BKT Online
Bay 7 S5T16000NMO001G-2KK103 Z12GS7TVW Online
Bay § 5T16000NMO001G-2KK103 Z12G0D00 Online
Bay 9
Bay 10
Bay 11
Bay 12
Bay 13
Bay 14
Bay 15 ST16000NM001G-2KK103 Z12GDGNL Online
Time Reported: 06-Oct-22 17:46:10 +08:00
For further assistance, please contact TrueBlue Care
trueblue@asfcorp.com
+603-8090 8277
Monday - Friday, 9AM - 6PM
&l

Figure 53: Hard Disks change detected (1 of 1)
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8.5 Session Shield

Session shield which permanently stores all modifications into the User Layer. Without doing so,
all modifications of settings, software, or Windows, are temporary only, and will be discarded once
the ECA is powered off or reboot.

Total size availability will be half of the amount of the RAM.

Allow Files/Folder Allow Reglstry Keys

+ Add Exclusion + Add Exclusion

Figure 54: Session Shield

8.5.1 Activate Session Shield

All setting/files in the ‘C:\’ will be protected. All setting/files will be return to its original state after
reboot the ECA.

1. Click on ‘Activate’

Session Shield

Allow Files/Folder Allow Registry Keys

|
" e
=3

Figure 55: Activate Session Shield (1 of 5)

Session Shield

2. Click ‘Change Settings’ to save the setting
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A Changing Session Shield

Changing Session Shield will only take affect after restarting the machine.

Close Change Settings

Figure 56: Activate Session Shield (2 of 5)

3. Click ‘Restart’ to reboot ECA and apply the setting.

@ DC200012340005 AR & Logout

Session Shield

Deactivated Allow Files/Folder Allow Registry Keys

estart Required  Yes
+ Add Exclusion + Add Exclusion
WS

Figure 57: Activate Session Shield (4 of 6)

4. Type Restart then click ‘Restart’ button

A Restart

This action will restart the machine. This dashboard will no longer be available
while the machine restarts.

[ Type Restart to confirm

Figure 58: Activate Session Shield (5 of 6)

5. Once the Session Shield successfully activated. The Session Shield information shown
as below
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Session Shield

@ System

7891 MB
92 MB
7983 MB
1.2%

Normal

activated Allow Files/Folder Allow Reglstry Keys

Session Shield

+ Add Exclusion + Add Exclusion

ithKeyilog

Figure 59: Activate Session Shield (6 of 6)
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8.5.2 Deactivate Session Shield

All setting/files in the ‘C:\" will not be protected. All files setting will be permanently written.

1. Click on ‘Deactivate’

@ oozcootosaanns am =

Session Shield

@ Ssystem

i 7701 MB
282 MB
7983 MB
3.5%

Normal

s — Allow Files/Folder Allow Registry Keys

R ! No
=+ Add Exclusion <+ Add Exclusion
[o e | S

Figure 60: Deactivate Session Shield (1 of 3)

2. Click ‘Change Settings’ to save the setting

A Changing Session Shield

Changing Session Shield will only take affect after restarting the machine.

Close Change Settings

Figure 61: Deactivate Session Shield (2 of 3)

3. Click ‘Restart’ to reboot ECA and apply the setting

=

Session Shield

7495 MB
488 MB
7983 MB
6.1%

Normal

— Allow Files/Folder Allow Registry Keys

) d ves
+ Add Exclusion + Add Exclusion
[0 [ 5

Session Shield

Figure 62: Deactivate Session Shield (2 of )

4. Type Restart then click ‘Restart’ button
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A restant

This action will restart the machine. This dashboard will no longer be available
while the machine restarts.

Type Restart to confirm

Restart

Figure 63: Deactivate Session Shield (3 of 3)

All paths below will not be affected when Session Shield is activated. The data destined to these
paths will be able to pass-through and written permanently:

:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program

asNaNsNaNaNsNaNaNaNaNasNaNaNaNaNaNoNaNaNaNaNaNaNaNaNaNaNaNaNsNaNeNaNaNaNaNasNaNaNaNaoNaNeNaNaNaNaNaNg]

Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files

(x86) \GSF\ecaOS\ProcessMonitor\log
(x86)\GSF\ecaOS\ProcessMonitor\settings.conf
(x86)\GSF\ecaOS\ProcessMonitor\settings.conf.bak
(x86)\GSF\eca0S\Services\Activation\log
(x86)\GSF\eca0S\Services\Activation\settings.conf
(x86)\GSF\eca0S\Services\Activation\settings.conf.bak
(x86)\GSF\eca0S\Services\AuthKey\log

(x86) \GSF\eca0S\Services\AuthKey\settings.conf
(x86)\GSF\eca0S\Services\AuthKey\settings.conf.bak
(x86)\GSF\eca0S\Services\AuthOtp\log
(x86)\GSF\eca0S\Services\AuthOtp\settings.conf
(x86)\GSF\eca0S\Services\AuthOtp\settings.conf.bak
(x86)\GSF\eca0S\Services\HB2Gateway\log

(x86) \GSF\ecaOS\Services\HB2Gateway\settings.conf
(x86) \GSF\ecaOS\Services\HB2Gateway\settings.conf.bak
(x86)\GSF\eca0S\Services\Log\log
(x86)\GSF\eca0S\Services\Log\settings.conf
(x86)\GSF\eca0S\Services\Log\settings.conf.bak

Files\Microsoft SQL Server\MSSQL15.SQLEXPRESS\MSSQL\DATA

Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files

(x86)\GSF\eca0S\Services\Machine\log
(x86)\GSF\ecaOS\Services\Machine\settings.conf
(x86)\GSF\ecaOS\Services\Machine\settings.conf.bak
(x86)\GSF\eca0S\Services\WindowsServiceMonitor\log
(x86)\GSF\ecaOS\Services\WindowsServiceMonitor\settings.conf
(x86)\GSF\eca0S\Services\WindowsServiceMonitor\settings.conf.bak
(x86)\GSF\eca0S\Services\SessionShield\log
(x86)\GSF\eca0S\Services\SessionShield\settings.conf
(x86)\GSF\eca0S\Services\SessionShield\settings.conf.bak
(x86)\GSF\eca0S\Services\CPUMonitor\log
(x86)\GSF\eca0S\Services\CPUMonitor\Db
(x86)\GSF\eca0S\Services\CPUMonitor\appsettings.cpu_activity.json
(x86)\GSF\eca0S\Services\MemoryMonitor\log
(x86)\GSF\eca0S\Services\MemoryMonitor\Db
(x86)\GSF\eca0S\Services\MemoryMonitor\appsettings.memory_activity.json
(x86)\GSF\eca0S\Services\NetworkMonitor\log
(x86)\GSF\eca0S\Services\NetworkMonitor\Db
(x86)\GSF\eca0S\Services\NetworkMonitor\appsettings.network_activity.json
(x86)\GSF\eca0S\Services\DiskMonitor\log
(x86)\GSF\eca0S\Services\DiskMonitor\Db
(x86)\GSF\eca0S\Services\DiskMonitor\appsettings.disk_activity.json
(x86)\GSF\eca0S\Services\DiskHealth\log
(x86)\GSF\eca0S\Services\DiskHealth\Db

(x86) \GSF\eca0S\Services\DiskHealth\appsettings.disk_health.json
(x86) \GSF\ecaOS\Services\Support\log
(x86)\GSF\eca0S\Services\Support\Db

(x86) \GSF\eca0S\Services\Support\appsettings.support.json
(x86)\GSF\ecaOS\Services\DiskGuard\log
(x86)\GSF\eca0S\Services\DiskGuard\Db
(x86)\GSF\ecaOS\Services\Notifier\log
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:\Program Files (x86)\GSF\ecaOS\Services\Notifier\Db

:\Program Files (x86)\GSF\ecaOS\Services\Dashboard\log

:\Program Files (x86)\GSF\ecaOS\Services\Dashboard\Db

:\Program Files (x86)\GSF\ecaOS\Services\Dashboard\appsettings.json
:\Windows\System32\config\systemprofile\AppData\Roaming\.smartlogic
:\Program Files\Windows Defender

:\ProgramData\Microsoft\Windows Defender
:\Windows\WindowsUpdate.log

:\Windows\System32\winevt\Logs

:\Windows\Logs

:\Windows\assembly

:\Windows\SoftwareDistribution

:\Windows\MEMORY .DMP

:\Users\localadmin\Desktop

:\Users\localadmin\Documents

:\Users\localadmin\Downloads

:\Users\localadmin\Music

:\Users\localadmin\Pictures

:\Users\localadmin\Videos

:\Program Files (x86)\GSF\ecaOS\ApplicationMonitor\log

:\Program Files (x86)\GSF\ecaOS\ApplicationMonitor\settings.conf
:\Program Files (x86)\GSF\ecaOS\ApplicationMonitor\settings.conf.bak
:\Program Files (x86)\GSF\ecaOS\Services\Support\settings.conf
:\Program Files (x86)\GSF\ecaOS\Services\Support\settings.conf.bak
:\Program Files (x86)\GSF\ecaOS\Services\Support\TrueBlue\log
:\Program Files (x86)\GSF\ecaOS\Services\Support\TrueBlue\Db
:\Program Files (x86)\Google\Chrome Remote Desktop
:\ProgramData\Google\Chrome Remote Desktop

aNaNaNaNaNaEsEaNaEaNaRaRalalaNaNaNaNaNaNaNaNaNaNeaNaNaNe!

8.54 Add Exclusion Files or Folder

New files or folder can be added in the Exclusion List will be allowed to be written permanently

when the ‘Session Shield’ is activated.

1. Click ‘Add Exclusion‘ to add new file/folder

Session Shield

& system

7374MB
609 MB
7983 MB
7.6%

Normal

Allow Files/Folder Allow Registry Keys

o | 5| -

Figure 64: Allow Files/Folder (1 of 3)

2. Type or paste the new files/folder path to be include and click ‘Exclude’
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A rdd Exclusions

Excluding files and folders will only take affect after restarting the machine. Use
the restart button provided at the top of the page.
File/Folder Paths

" - comma
[ D\New folder x  dd path.

Figure 65: Allow Files/Folder (2 of 3)

Allowed Files and Folders

O causerslocaladmin\Pictures

O causersilocaladmin\Videos

O  c:\Program Files (x86)\Google\Chrome Remote Desktop
O caProgramData\Google\Chrome Remote Desktop

C:\New folder
showing 7110 75 of 75 rows m rows per page 1 n 8 ﬂ
W Delete Selected

Figure 66: Allow Files/Folder (3 of 3)

8.5.5 Delete Exclusion Files or folder

1. Tick the check box which files/folder to be delete from the exclusion list and click ‘Delete
Selected’

Allowed Files and Folders

O cAuserslocaladmin\Pictures

O causersylocaladmin\Videos

O c:\Program Files (x86)\Google\Chrome Remote Desktop

] c:\ProgramData\Google\Chrome Remote Desktop

[ C:\New folder ]

showing 7110 75 0f 75 rows m rows per page 1 n 8 ﬂ

Figure 67: Delete Files/Folder (1 of 3)

2. Click ‘Delete Exclusion’ to confirm the operation

A\ peleting Exclusions

Deleting Session Shield excluded files and folders will only take affect after
restarting the machine. Use the restart button provided at the top of the page.

Close Delete Exclusions

Figure 68: Delete Files/Folder (2 of 2)

8.5.6 Add Registry Keys

Allow to be written permanently when the ‘Shield’ is activated.
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1. Click ‘Add Exclusion® to add registry keys

[<] 40005 'Y o | 23

Session Shield

W ~ 7374MB
609 MB
7983 MB
7.6%

Normal

Activated Allow Files/Folder Allow Registry Keys

session Shield ' er
+ Add Exclusion + Add Exclusion

Figure 69: Allow Registry Keys (1 of 2)

2. Type or paste the registry key to be include and click ‘Exclude’

A\ Add Registry Key Exclusians

Excluding registry keys will only take affect after restarting the machine. Use the
restart button provided at the top of the page.
Registry Keys.

h 2 comma

Computer\HKEY_LOCAL_ MACHINE\SOFTWARE\MicrasoftiClipboarda x

add key.

—

Figure 70: Allow Registry Keys (1 of 2)
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8.5.7 Delete Exclusion Registry Key

1. Tick the check box which registry key to be delete from the exclusion list and click ‘Delete
Selected’

Allowed Registry Keys
O HKLM\Software\Microsott\Windows Defender

HKLM\software\MicrasofttWindows Advanced Threat Protection

Showing 110 2 of 2 fows:

GSF Corporation

Figure 71: Delete Registry Key (1 of 2)

2. Click ‘Delete Exclusion’ to confirm the operation

A peleting Exclusions

n Shield excluded registry keys will only take affe
e machine. Use the restart button provided at the top of the page

Figure 72: Delete Registry Key (2 of 2)

8.5.8 Status: Warning

Session shield status will turn to ‘Warning’ state when the used amount of space exceeds 80% of
total space.

Session Shield

1566 MB
6417 MB
7983 M8

80.4%

Allow Files/Folder Allow Registry Keys

-

Allowed Files and Folders

Figure 73: Warning Status

8.5.9 Status: Critical

Session shield status will turn to ‘Critical state when the used amount of space exceeds 90% of
total space. The ECA will be start the counter and restart in few minutes.
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Session Shield

Allowed Files and Folders

O ci\Program Files

0 ¢:\Program Files (xi

O c\Program Files (x86)\GSF\ecal!
O c:\Program Files (x86)\GSF\eca0s!
O c\Program Files (xB6)\GSF\e

O C\Program Files (x86)\GSFiec

SiapplicationMonitorisettings.conf. bak

al

estActivation\settings.con.

-

ECAOS USER GUIDE

Allow Files/Folder

<+ Add Exclusion

tionMenitor\log

ionMonitortsettings.conf

vation\log

tivation\settings.conf

472 M8
7511 MB
7983 MB
94.1%

Critical

Allow Registry Keys

+ Add Exclusion

\\

Figure 74: Critical Status
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8.6 Device Monitor

Device Monitor is a tool to monitor the uptime percentage of a device of interest using HTTP,
Keyword, Port or Ping methods.

13.754% 4

BHES SRS ETEER

Avg. Resp.

Name Statu Uptime @  History Actio
||| TTHTTHTTTT
ca b

fobal server 2

B e LT T

GSF Corporation

Figure 75: Device Monitor

8.6.1 Add New Monitor

1. Click the ‘Add new monitor”.

Device Monitor Status 24Hours | 7Days 14Days 30 Days

sawe v || wontornpe v || wame |:|

Figure 76: Add new monitor

2. Choose the desired monitor type under "Add monitor details."

3. HTTP — monitors a web server using HTTP or HTTPS. GET, POST, HEAD, and
OPTIONS are supported HTTP methods.

a. Type in the hosthame or IP and monitor name.
b. Pick the appropriate HTTP Method. (GET Method by default)
c. Set the Monitoring Interval. (by default, five minutes)

d. Press the Submit button.
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Add monitor details

Monitor Type

Monitor Name * HTTP X

Hostname/IP * [ Use HTTPS

HTTP Method
GET (O POST (O HEAD (O OPTIONS

Monitoring Interval 5 minute(s)

1 minute 1 hour 24 hours

Advanced v

Figure 77: Monitor type - HTTP

4. Keyword — monitors a web server (HTTP or HTTPS) using keyword.

Type in the hostname or IP and monitor name.

Enter a keyword to monitor. (Case-sensitive by default)

Set the Monitor Up when keyword “Found or “Not Found” (default: Found)
Set the Monitoring Interval. (by default, five minutes)

Press the Submit button.

® o 0 T Qo

Add monitor details

Monitor Name * I ‘_ keﬁurdﬂ X

Hostname/IP * [J Use HTTPS

Keyword [ Case-Insensitive
Up when

Found (O Not Found
Monitoring Interval 5 minute(s)

1 minute 1 hour 24 hours

Advanced ~

Figure 78: Monitor type - Keyword

5. Ping - sends an “ICMP” echo request ("ping") to the device to monitor its availability.
a. Type in the Monitor name & Hostname/IP
b. Set the Monitoring Interval. (by default, five minutes)

c. Press the Submit button.
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Add monitor details

Monitor Type
Monitor Name *

Ping X
I Hostname/IP *
Monitoring Interval 5 minute(s)
1 miﬁz| 1 hour 24 hours

Advanced v

Figure 79: Monitor type - Ping
6. Port - monitors a network service by connecting to its port.
a. Type in the Monitor name, Hostname/IP & Port number.

b. Set the Monitoring Interval. (by default, five minutes)
c. Press the Submit button.

Add monitor details

~ Monitor Type

Monitor Name * | Port X

[ Hostname/IP * ‘ Port Number *

Monitoring Interval 5 minute(s)

1 minute 1 hour 24 hours

Advanced v

Figure 80: Add Device Monitor — Port type

8.6.2 Delete Monitor

1. Click',"icon and select 'Delete monitors'.

Device Monitor Status 24Hours | 7Days 14Days 30Days

Monitor Type v || Name n @ Refresh B icidents | & Export table +Nlrlnewrmni|n'v

import monitors
Avg. Resp. ”

N Statu N Uptil Hist
ame us ptime @ ~ History

Export all monitors

Delete monitors
global server 1
F ) up 0177ms 8.788% —

Figure 81: Delete Device Monitors (1 of 2)

2. Select the monitor to delete and type 'Delete’.

3. Press the ‘Delete’ button.
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A\ Delete Device Monitors

global server 1 ~

Selected monitors and all incident logs will be permanently deleted.

Type Delete to delete.

Delete] | o

Close

Figure 82: Delete Device Monitors (2 of 2)

8.7 Recording Monitor

The Recording Monitor is a tool for monitoring the channels recording status of the Macula
VMS.

Recording Monitor S

st 24 hours)
[ o
- [ ] '
- "u °
56.557% |
/ | a
S/
ol 100
La cident
P
=
am stan Recording @ Recording History (24 ours)
W11 n IEESSSS— | —
P10 5 ] I |
HP1 100 she 36 L} I | ——
o Bl e - - .5 - " o -
HP1 11 ah L} I | ——
HP1 12 1 L} I | ——
HP113 v 35m n . | —
P14 ] I |
HP118 " L} I | ——
HP1 16 3he 35 L} I | ——
HP117 L} I | ——
 ocai senven | : [ e . .
T mo o m

GSF Corporation

Figure 83: Device Monitor
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8.71 Add New Monitor

1. Click ‘Manage Servers’ button.

Recording Monitor Statt

Last checked 7 March 2024,

server v Status v Camera Name n & update B Incidents & Export table + Add monitors ~

Figure 84: Add VMS server (1 of 3)

2. Click ‘Add Server'.

Servers

Name Host Port User Status Actions

local serves hitp://127.0.0.1 8080 admin Connected cA |

Figure 85: Add VMS server (2 of 3)

3. Enter VMS's hostname/IP, port, and login information. Please ensure that the user has
the channel's 'video playback' and 'Login via HTTP' permissions.

Add server

— Server Name *

local server

Hostname/IP *

192.168.1.70 [OJ UseHTTPS

Port*

8080

User*

admin

Password *

Figure 86: Add VMS server (3 of 3)

4. Click ‘Add monitors.

Recording Monitor Status

Last checked 7 March 2024, 14:50)

‘ = Manage Servers ‘

Server v status v Camera Name n Z update B incidents & Export table + Add monitors v

Figure 87: Add monitors (1 of 2)

5. In'Add monitor', choose a server and channels to monitor. Then press 'Add' button.
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Add Monitor
Server
local server X
10 items selected v
Figure 88: Add monitors (2 of 2)
8.7.2 Delete Monitors

1. Click ', icon and select 'Delete monitors'.

Recording Monitor Status
(Last checked 7 March 2024, 14:50)

Server v Status v Camera Name n 2 Uupdate B Incidents & Export table + Add mnnitovs]

Import servers & monitors

‘ = Manage Servers ‘

Name - Status Recording @ ~ Recording History (24 Hours)
Export servers & monitors

HP11 13hr 35min i
[Loca serves) Recording m Delete monitors

56.654%
1450 1650 1850 2050 2250 0050 0250 0450 0650 050 1050 1250 1450

Figure 89: Delete Recording Monitors (1 of 2)

2. Select the monitor(s) to delete and type 'Delete’.

3. Press the ‘Delete’ button.

A\ Delete Recording Monitors

10 items selected v

Selected monitors and all incident logs will be permanently deleted.

Type Delete to delete.

Delete ‘ 0

Figure 90: Delete Recording Monitors (2 of 2)
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Management
Machine
Under Machine Control to Reboot or Shutdown ECA. Layer Management to save current layer as

a backup layer. Backup layer can be deployed (Soft Reset & Hard Reset) in the future to restore
previous setting.

Machine Control 'D Reboot & shut Down

@ Management

Machine
Layer Management

T

23 June 2025, 13:42 23 June 2025, 14:41

Machine

Machine Name

Testbed-G

B Save Changes

Dashboard Settings

User: keong@gsfcorp.com

- ecaCentral Cloud

GSF Carporation

Figure 91: Machine
Authorize Restart

Only restart through the Dashboard will consider as authorize restart.

1. Click on ‘Restart’

Machine Control ' Reboot © Shut Down

£ Management

General

Layer Management

B SavelLayer D Soft Reset *D Hard Reset

19 Sep 2022, 12:29 19 Sep 2022, 18:09

Figure 92: Authorize Restart (1 of 2)

2. Type Restart then click ‘Restart’ button

© GSF Corporation

@ Unit 21, Level 3A, Jalan Kenari 5, Bandar Puchong Jaya, 47170 Selangor D.E., Malaysia | @ +603-80908080 | >< info@gsfcorp.com



\\

53 ECAOS USER GUIDE “>GSFE

A Reboot

This action will reboot the machine. This dashboard will no longer be available
while the machine reboots.

Type Reboot to confirm
Text is case-sensitive.

Figure 93: Authorize Restart (2 of 2)

9.1.2 Authorize Shutdown

To shutdown ECA, only through the Dashboard will consider as authorize restart. Shutdown ECA
not via dashboard will consider as unauthorize shutdown. HB will reboot the ECA.

1. Click on ‘Shut Down’

@ DC201809140001 ag ® Logout

Machine Control D Reboot © Shut Down

Layer Management

£ Management

General

B Save Layer D Soft Reset *D Hard Reset

Factory Layer Last Saved Deployment Layer Last Saved

19 Sep 2022, 12:29 19 Sep 2022, 18:09

Figure 94: Authorize Shut Down (1 of 2)

2. Type Shutdown then click ‘shutdown’ button

Ashuldown

This action will turn the machine off. This dashboard will no longer be available
while the machine is off.

Type Shutdown to confirm
Text is case-sensitive.

Figure 95: Authorize Shut Down (2 of 2)
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9.1.3 Saving & Deploy Layer

It is recommended to perform ‘Save Layer for any changes under system including video
management software such as added new camera.

9.1.3.1 Save Layer

Save current user working layer as a deployment layer. This layer will content all current working
setting. If in the future suddenly the OS corrupt, this layer can recall (Soft Reset) to deploy
previous working state.

NOTE:

Performing Save Layer, Soft Reset & Hard Reset will cause the downtime of the ECA means
there will no recording & accessing to Dashboard not available during this period until the ECA
complete the layer saving and reboot back to ecaOS.

1. Click on ‘Save Layer

Machine Control 9 Reboot @ shut Down

£ Management

General

Layer Management

19 Sep 2022, 12:29 19 Sep 2022, 18:09

Figure 96: Save Layer (1 of 5)

2. ECA will reboot and go to Layer Manager.

! Layer Manager v4.0.0 33

DC201809140003 E CA

ECA-X44A4C-15H5000000000

1P: 10.0.0.145 UEFI, HB2

Hard Reset

Save Deployment Layer

Restart

Shutdown

Figure 97: Save Layer (2 of 5)
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3. Saving layer will be start after 10 seconds countdown. To cancel the operation, click on

Cancel

DC201809140003 E CA

ECA-FX44A4C-15H5000000000

1P: fe80::807:9436:9c:a5e6

Save Deployment Layer
Automatically Save Deployment Layer in 10 seconds

Cancel

Shutdown

Figure 98: Save Layer (3 of 5)

4. Saving layer in progress show with percentage

f = =

DC201809140003

ECA-FX44A4C-15HS000000000

Save Deployment Layer 2

Saving 0S...26%

Figure 99: Save Layer (4 of 5)

5. ECA will reboot to ecaOS after complete saving layer.

= tanage =

DC201809140003

ECA-FX44A4C-15H5000000000

Shutdown System 22

Shutdown

Figure 100: Save Layer (5 of 5)
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9.1.3.2 Soft Reset

Deploy deployment layer and replace current working with previous save setting.

1. Click on ‘Soft Reset’

Machine Control 9 Reboot @ shut Down

£ Management

General

Layer Management

19 Sep 2022, 12:29 19 Sep 2022, 18:09

Figure 101: Soft Reset (1 of 5)

6. ECA will reboot and go to Layer Manager.

! Layer Manager v4.0.0 3

DC201809140003 E CA

ECA-FX44A4C-15HS000000000

1P: 192.168.1.205 UEFI, HB2

Hard Reset

Save Deployment Layer

Restart

Shutdown

Figure 102: Save Layer (2 of 5)

7. Restoring Deployment layer will be start after 10 seconds countdown. To cancel the
operation, click on Cancel

=
DC201809140003 ECA

ECA-FX44A4C-15HS000000000
IP: No active connection

Restore Deployment Layer @

Automatically Restore Deployment Layer in 10 seconds

Carce

Shutdown

Figure 103: Save Layer (3 of 5)
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8. Restoring layer in progress show with percentage

r ! -
DC201809140003 E CA

ECA-FX44A4C-15H5000000000

Restore Deployment Layer 23

Restoring 0S...8%

Restarnt

Shutdown

Figure 104: Save Layer (4 of 5)

9. ECA will reboot to ecaOS after complete saving layer.
=] ‘ 2

DC201809140003

ECA-FX44A4C-15H5000000000

Shutdown System 3

Shutdown

Figure 105: Save Layer (5 of 5)
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9.1.3.3 Hard Reset

Deploy default layer saved from factory.

NOTE: All setting previously done on site will not available after Hard Reset. Only perform Hard
Reset when Soft Reset failed.

1. Click on ‘Hard Reset’

Machine Control 9 Reboot @ shut Down

£ Management

General

Layer Management

19 Sep 2022, 12:29 19 Sep 2022, 18:09

Figure 106: Soft Reset (1 of 2)

10. ECA will reboot and go to Layer Manager.

! Layer Manager v4.0.0 3

DC201809140003 E CA

ECA-FX44A4C-15HS000000000

1IP: 192,168.1.205 UEFT, HB2

Save Deployment Layer

Restart

Shutdown

Figure 107: Save Layer (2 of 5)

11. Restoring Factory layer will be start after 10 seconds countdown. To cancel the operation,
click on Cancel

IP: Mo active connection UEFI, HB2

Restore Factory Layer @

Automatically Restore Factory Layer in 10 seconds

Shutdown

Figure 108: Save Layer (3 of 5)
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12. Restoring layer in progress show with percentage

= Bd

DC201809140003

ECA-FX44A4C-15H5000000000

Restore Deployment Layer 23

Restoring 0S...8%

Restarnt

Shutdown

Figure 109: Save Layer (4 of 5)

13. ECA will reboot to ecaOS after complete saving layer.

Shutdown System E3

Shutdown

Figure 110: Save Layer (5 of 5)

© GSF Corporation

@M Unit 21, Level 3A, Jalan Kenari 5, Bandar Puchong Jaya, 47170 Selangor D.E., Malaysia | @ +603-80908080 | b< info@gsfcorp.com



\\

60 ECAOS USER GUIDE “>GSFE

9.1.3.4 Last Saved Layer Information

Display the last date and time of the layer last saved

Machine Control ) Reboot  shut Down

@& Management

General

Layer Management

19 Sep 2022, 12:29 19 Sep 2022, 18:09

Figure 111: Information about the last saved layer

9.1.4 Machine Name

Assign your ECA a friendly name to make it easier to identify.
Machine

Machine Name

TestBed-H

Figure 112: Machine name for ECA

9.1.5 Change Dashboard Port

By default, port 443 is used by ECA to access the dashboard remotely from a different computer
connected to the same local area network. If the default ports are already being used, change this

port.
Dashboard Settings
Port
443
B Save Changes
Figure 113: Port settings for Dashboard
9.1.6 ecaCentral Registration

ecaCentral is a dedicated dashboard for monitoring the health and performance of multiple ECAs
using a registered email address. If any registered ECAs have anomalies, you will be notified via
the ecaCentral dashboard.
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Before using ecaCentral, go to the ecaOS dashboard for the ECA you want to monitor:
Management > Settings > ecaCentral Registration, and enter your registered account information.

To register your ECA for this service:
e Enter the central IP address or hostname.
o Enter your registered email address.
e Click the Next button.

o Enter the access code generated from your virtual security key to verify and complete
the registration.

If you have successfully connected the ecaCentral, you will see the connection status as
connected.

ecaCentral Registration

Registration Status: Connected
Registered User: keong@gsfcorp.com

Server: ecaCentral Cloud

Figure 114: ecaOS Central Registration
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9.2 Security Key

Each ECA will come with 1 unit of Security key. Any extra Security key or replacement unit require
to register the Security Key to access Dashboard.

Security Keys

Name Id Type Last Used Location Status

£ Management

Security Key  edb83d02  Default 28 April 2023, 9:47:41 I Inserted [}

Showing 1to 1 of 1 rows
Security Key

Add Security Key

Inserted Security Keys

Figure 115: Security Key

9.21 Register Security Key

1. Insert valid Security Key in the USB on the ECA

2. Click on the drop-down list and select the key to register.

Add Security Key

Inserted Security Keys

E:\ eca0S6 Master Key (1c39598b)

Ready to add

Figure 116: Register security key (1 of 3)

3. Click Add to register

Add Security Key

Inserted Security Keys

E:\ eca056 Master Key (1c39598b)

Ready 1o add

Figure 117: Register security key (2 of 3)
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4. Once successfully added the Security Key. The new security key will show under

‘Security keys’

Security Keys
Name Id Type Last Used Location
eca0S56 Master Key 1c39598b Master N/A E

Showing 110 1 of 1 rows

Figure 118: Register security key (3 of 3)

9.2.2 Delete Security Key

1. Click on the dustbin icon of the Security key to be delete
Security Keys

Name Id Type Last Used Location

eca0S6 Master Key 1c39598b Master 25 Aug 2022, 12:47:26 E

Showing 1to 1 of 1 rows

Figure 119: Delete security key (1 of 2)

Status

Inserted

Status

Inserted n

2. Type in the field Security Key name and click ‘Delete Security Key’

A Delete Security Key

Security key eca0S6 Master Key will not be able to access this machine after
deletion

Type eca0S6 Master Key to confirm

I K

EXL IS Case Sensnive.

Close

Figure 120: Delete security key (1 of 2)
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9.2.3 Add Virtual Security Key

1. Click on the ‘Add’ button under Virtual Security key

Virtual Security Keys

Name Created Last Used

No virtual security key added

Figure 121: Add virtual security key (1 of 5)

2. Click ‘Next’ button

Install Validator App

Before proceeding, please ensure you have a
compatible Validator app installed

See a list of compatible applications

Figure 122: Add virtual security key (2 of 5)

3. Give the new virtual security key a name

Name

Please name this virtual set curity k&;'

[ adminv2 ]
m

Figure 123: Add virtual security key (3 of 5)
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4. Scan the QR code using authenticator application on the phone. Type the in the field and
click ‘Save’ button one-time password for example 123456

Use your virtual MFA app and your device's camera
to scan the QR code

Alternatively, you can type the secret key. Show

secret key
Type in the one-time password code below

123456

Figure 124: Add virtual security key (4 of 5)

5. The new virtual security key will show under ‘Virtual Security keys

Virtual Security Keys

Name Created Last Used

adminv2 25 Aug 2022, 12:56:45 N/A

]

Showing 1to 1 of 1 rows

+ Add

Figure 125: Add virtual security key (5 of 5)
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9.24 Delete Virtual Security Key

1. Click on the dustbin icon the Virtual key to be delete

Virtual Security Keys

Name Created Last Used

admin 16 Aug 2022, 19:27:36 25 Aug 2022, 12:46:54

Showing 1to 1 of 1 rows

+ Add

Figure 126: Delete Virtual Security Key (1 of 2)

2. Type ‘admin’ and click on ‘Delete Virtual Security Key’ button

A Delete Virtual Security Key

Virtual Security key admin will not be able to access this machine after deletion.

Type admin to confirm

admin I o

TEXT 15 Case-Senshive.

Close Delete Virtual Security Key

Figure 127: Delete Virtual Security Key (2 of 2)
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9.3 Network

All ECA come with GSF DDNS. Network teaming groups multiple physical adapters together to
provide better network fault tolerance.

DDNS

Enable GSF DDNS dc201809140003.gsf.ws
£ Management Update Code

Network

Network Teaming

Status: Disabled

Network teaming groups multiple physical adapters together to provide better network fault tolerance:

Figure 128: DDNS and Network Teaming

9.3.1 Enable DDNS

1. Enable GSF DDNS.

2. Enter the correct Update Code and click on ‘Save Changes’. Please contact GSF to
obtain your update code.

DDNS

Enable GSF DDNS dc201809140003.gsf.ws

Update Code

zuhilp enz

Figure 129: Enable DDNS

9.3.2 Enable Network Teaming

1. Click on the ‘Enable’ button to enable Network Teaming.
Network Teaming

Status: Disabled

Network teaming groups multiple physical adapters together to provide better network fault tolerance.

Figure 130: Enable Network Teaming
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9.3.3

2. Type ‘Confirm and click on ‘Confirm’ button

Network Teaming %

Changing network teaming will temporarily drop all network connectivity.
Confirm?

Type Confirm to confirm

i °

Text is case-sensitive.

Figure 131: Confirm to enable network teaming

Disable Network Teaming

1. Click on the ‘Disable’ button to disable Network Teaming.

Network Teaming

Status: Enabled

Team Name TEAM: ECA-TEAM-NIC
Team Members Intel(R) Ethernet Controller (3) 1225-LM, Intel(R) Ethernet Connection (11)
1219-LM

Adapter Fault Tolerance
Intel(R) Ethernet Connection (11) 1219-LM
Intel(R) Ethernet Controller (3) 1225-LM

Figure 132: Disable Network Teaming

2. Type ‘Confirm and click on ‘Confirm’ button

Network Teaming X

Changing network teaming will temporarily drop all network connectivity
Confirm?

Type Confirm to confirm

[l ©)

Text is case-sensitive.

CIUSE C]

Figure 133: Confirm to disable network teaming
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94 RSS (Redundant Storage System)

RSS can help protect your data from drive failures. It's a technology in ECA and is conceptually
similar to redundant array of independent disks (RAID), implemented in software. You can use
RSS to group three or more drives into a storage pool and then use capacity from that pool to
create Storage Spaces. These drives typically store extra copies of your data, so if one of your
drives fails, you still have an intact copy of your data.

<) o]
Non-member Physical Disks

& Management Label Name Serial Number Firmware Bus Type Health RSS Status Size Can Pool Disk Number
Bay 7 ST16000N M001G-2KK103 ZL2GE079 SNO3 SATA Healthy Healthy: OK 146TB  Yes 2
Bay 8 ST16000N M001G-2KK103 ~ ZL2FP7HG SN03 SATA fealth) Healthy: OK 146TB  Yes 3
Bay9  STI6000N MOOTG-2KK103  ZL2GO7VW SNO3 SATA Healthy  HealthyOK  146TB Yes 4
Bay 10 ST16000NM001G-2KK103 Z1.2G0D00 SNO3 SATA Healthy Healthy: OK 146TB  Yes 5
E=

Redundant Storage System

GSF Corporation

Figure 134: RSS — Redundant Storage System

9.4.1 Create Storage Pool

1. Click on the ‘Create Pool’ button to create pool.

Redundant Storage System

Create Pool

Figure 135: Create Pool

2. Name the storage pool and click on the ‘Next’ button.

Name

DataPool|

Figure 136: Name storage pool

3. Select the non-member physical disks and click on the ‘Next’ button to create pool.
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Select disks

Poolable Disks

3 items selected

[+

Select All Deselect All

Bay 7 (ST16000N M001G-2KK103/ZL2GE079)
Size: 14.6 TB, Disk Number: 2, Bus Type: SATA

Bay 8 (ST16000N M001G-2KK103/ZL2FP7HG)
Size: 14.6 TB, Disk Number: 3, Bus Type: SATA

Bay 9 (ST16000N M001G-2KK103/ZL2G97VW)
Size: 14.6 TB, Disk Number: 4, Bus Type: SATA

Bay 10 (ST16000NM001G-2KK103/ZL2G0D00)
Size: 14.6 TB, Disk Number: 5, Bus Type: SATA

Figure 137: Select disks

Select disks

Poolable Disks

3 items selected

Next Cancel

Figure 138: Select disks

GSF

4. InVirtual Disk Settings, name the virtual disk and select the Resiliency type. Click on the

‘Create Volume’ to create volume.

Resiliency Fault- Minimum Disk
type tolerance number of space
for each disks efficie
storage
pool
Simple 0 Disk 1 100%
Two-way 1 Disk 2 50%
Mirror
Three- 2 Disks 5 33%
way
Mirror
Single 1 Disk 3 Disk Count — 1
Parity (recommended |  Disk Count
5disk for
optimized
performance)
Dual 2 Disks 5 Disk Count — 2
Parity (recommended | ~ Disk Count
10disk for
optimized
performance)
Figure 139: Resiliency type table
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Virtual Disk Settings

Virtual Disk Name

Dalas;;acg

Basic Advanced

Resiliency

Single Parity

Size

26.1TB

eate Volume Cancel

Figure 140: Create volume

5. Storage pool and virtual disk health status in RSS.

DataPool &

4.5TB free of 43.7 TB

Virtual Disks Physical Disks

DataSpace [

single Parity 0B freeof 26.1TB

Volumes
am DataSpace E
=D

Figure 141: View storage pool, virtual disk health status

9.4.2 Delete Storage Pool

1. Click on the ‘¢’ and select ‘Delete Pool’ to delete the pool.

DataPool &
m Extend Pool
Y - otz poct
Repair Virtual Disks
Virtual Disks Physical Disks
DataSpace ¢
Single Parity

0B freeof 26.1TB

Volumes
am DataSpace E:
D TR

Figure 142: Delete pool

2. Enter storage pool name and click on the ‘Delete Pool and Volumes’ to delete the pool.
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A Delete Storage Pool X

Storage pool DataPool and all it's volumes will be perminantly deleted.

DataPool l

Jext is case-sensitive.

Close Delete Pool and Volumes

Figure 143: Confirm delete pool

9.4.3 Extend Storage Pool
Add a new non-member disk to extend the storage pool.

1. Inserta new clean disk into the ECA, it will appear under the Non-member Physical Disks
list.

Non-member Physical Disks

Label Name Serial Number Firmware Bus Type Health RSS Status Size Can Pool Disk Number

Bay 10 ST16000NMO01G-2KK103  ZL2G0D00 SNO3 SATA Healthy Healthy: OK 146TB Yes 5

Figure 144: RSS non-member physical disks

2. Click on the ‘¢’ and select ‘Extend Pool’ to extend the pool.

DataPool & E]
 Heaitny: OK|

Extend Pool

Repair Virtual Disks
Virtual Disks Physical Disks

W Delete Pool
DataSpace :

Single Parity 0B free of26.1TB

Volumes
am DataSpace E
=D NTFS

Figure 145: Extend storage pool

3. Enable Optimize storage pool and click on the ‘Extend’ button to extend the pool.
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Extend DataPool

Figure 146: Optimize and extend storage pool

4. Please wait for the ECA to complete the optimization process.

DataPogl

[EEILALY Optimizing (80%)

@ Management

Virtual Disks Physical Disks

DataSpace [z

100%

am. DataSpace
NTFS

Figure 147: Optimizing storage pool

5. After the RSS optimization process is complete, go to Windows Device Manager to
expand the RSS volume.

= Disk 6

Basic DataSpace (E)
35763.98 GB 26727.98 GB NTFS < Open | |9036.00 GB
Online Healthy (Basic Data Partition) | | Unallocated
Explore 1
¥

Mark Partition as Active

Change Drive Letter and Paths...
Format...

Extend Volume... v
B Unallocated [l Primary partition Shnink Volumca.

Add Mirror...

Figure 148: Extend volume in Disk Management (1 of 2)

== Disk 6
Basic DataSpace (E:)
35763.98 GB 35763.98 GB NTFS

QOnline Healthy (Basic Data Partition)

Figure 149: Extend volume in Disk Management (2 of 2)

9.4.4 Repair Storage Pool
If any of the RSS member disks are missing or faulty, ecaOS will notify you via email or desktop
notification. To repair the storage pool, replace the missing or faulty disk with a new non-member

disk.
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DataPool
Warning: Degraded

89.7%
virtual Disks Physical Disks
DataSpace i
Warning: Degraded, Incomplete
100%

am DataSpace
=D TR

Figure 150: RSS Degraded

Storage pool

‘DataPool’

Virtual disk ‘DataSpace’
\ disk RSS status is

Virtual ( atl

.47 »
: negunagant

Figure 151: RSS Degraded Desktop notifications

1. To determine which member disks are 'Warning: lost communication,' go to the 'Physical
Disks' tab. Then remove the faulty disk from the ECA.

DataPool
Warning: Degraded

89.7%
Virtual Disks Physical Disks
Label Name Serial Number Firmware Health RSS Status Used Size
Bay 8 ATA ST16000NMO0TG-2K ZL2GO7VW SNO3 89.7% 14.6 TB
Bay 9 ATA ST16000NMO0TG-2K ZL2GE079 SNO3 89.7% 14.6 TB
ST16000NMOD1G-2KK103 ZL2G9791 = 89.7% 146 TB

Figure 152: RSS member disk lost communication

2. Insert a new clean disk into the ECA, and then navigate to ‘System > Disk Guard’ to
‘Acknowledge’ the new replaced disk.

Bay 10 ST16000NM001G-2KK103 ZL2G0D00 Replaced Acknowledge
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Figure 153: Acknowledge the replacement disk

3. Go to Management > RSS, the new replacement disk will be listed under Non-member
Physical Disks.

Non-member Physical Disks

Label Name Serial Number Firmware Bus Type Health RSS Status Size Can Pool Disk Number

Bay 10 ST16000NM0O01G-2KK103 ~ ZL2GODO0 SNO3 SATA Healthy Healthy: OK 146TB  Yes 5

Figure 154: RSS non-member physical disks

4. Click on the ‘¢’ and select ‘Repair Virtual Disks’ to repair the virtual disk.

DataPool &

Warning: Degraded
9:Ten Extend Pool

Repair Virtual Disks
Virtual Disks Physical Disks

W Delete Pool
DataSpace :
‘Warning: Degraded, Incomplete
single Parity 0B free of 26.1 TB

Violumes
am DataSpace E
D NTFS

Figure 155: RSS non-member physical disks

5. Enter storage pool name and click on the ‘Repair’ button to start repair.

A Repair Virtual Disks X

This will start the process of repairing the virtual disks belonging to storage pool
DataPool. Unhealthy physical disks will be removed and new pool-able physical
disks will be added to this pool.

Type DataPool to confirm

DataPool l q

Text is case-sensitive.

[

Figure 156: Confirm delete pool

6. After the RSS repair process is complete, the health of the storage pool and virtual disk
will return to normal.
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DataPool & i

4.5TB free of 43.7 TB

Virtual Disks Physical Disks

DataSpace

Single Parity 0B free of 26.1 TB

Volumes
am DataSpace E:
D 1rg

Figure 157: RSS healthy storage pool and virtual disk
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9.5 Settings
Any event trigger can be set send email to respective personnel for any abnormal event.

9.5.1 Email Recipient Settings

Email Recipient Settings

To Email Addresses

keong@gsfeorp.com x  add email address...

CC Email Addresses

add email address.

BCC Email Addresses

add email address.

Subject Prefix

Include machine serial number in the subject.

Include machine name in the subject

.
Figure 158: Email Setting (1 of 2)

9.5.2 Mail Servers

Click "+ Add Mail Server" and then follow the wizard to add a new SMTP server to add a new
mail server.

Email Configuration

Profile Name SMTP Server Port Sender Email Sender Name Encryption

@ ECA Notifications - - ecanotifications-noreply@gsf.ms ECA Notifications

+ Add Mail Server

Figure 159: Email Setting (2 of 2)

9.5.3 Events
All monitoring application under System able to set notify in the desktop, send the email or both.

Event Settings

Processor Activity v
Desktop Email
Processor Activity
CPU activity above limit
CPU activity back ta normal

B save Changes

Figure 160: Events

1. Select event to be set by click drop down.
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Event Settings

ﬁcessor Activity x
Processor Activity

Memory Activity

Network Activity
Disk Activity |

System Monitor

Session Shield

_Nnual Security Key /

Figure 161: Select event (1 of 2)

2. Check the box to enable notification on the desktop or email and click ‘Save Changes’

3. Setting below will notify user via Desktop notification and email if the memory usage
above threshold limit. The user also will notify when the memory usage return to normal
state

Event Settings

Memory Activity &
Desktop Email
Memory Activity
Memory activity above limit

Memory activity back to normal

| B Save Changes

Figure 162: Select event (2 of 2)

9.5.3.1 Events List

Events

Processor Activity ~

Desktop Email
Processor Activity
CPU activity above limit
CPU activity back to normal

Figure 163: Processor Activity events notify setting

Events
Memory Activity v
Desktop Email
Memory Activity
Memaory activity above limit
Memory activity back to narmal

Figure 164: Memory Activity events notify setting
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Event Settings
Network Activity
Desktop
Network Activity
Network send activity above limit
Network send activity back to normal
Network receive activity below limit
Network receive activity back to normal
Network cable plugged
Network cable unplugged
Network available
Network unavailable
Network Teaming Enabled
Network Teaming Disabled
Figure 165: Network Activity events notify setting
Events
Disk Activity
Desktop

Disk Activity

Disk read activity above limit

Disk read activity back to normal

Disk write activity below limit

Disk write activity back to normal

Figure 166: Disk Activity events notify setting
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Event Settings
System Monitor v
Desktop Email

System Monitor

High CPU Temperature
CPU temperature back to normal
High System Temperature
System temperature back to normal
CPU fan speed below limit
CPU fan speed back to normal
System fan speed below limit
System fan speed back to normal
3V3 System above limit
3V3 System back to normal
3V3 System below limit
3V3 System back to normal
12V System above limit
12V System back to normal
12V System below limit
12V System back to normal
Mainboard Battery Low
Mainboard Battery back to normal

Save Changes

Figure 167: System Monitor events notify setting
Events

Session Shield M

Desktop Email
Session Shield
Session Shield at warning state
session Shield at critical state
Session Shield back to normal
Session Shield rebooting system

Figure 168: Session Shield events notify setting

Events
Virtual Security Key v
Desktop Email
Virtual Security Key
Virtual security key added
Virtual security key deleted

Figure 169: Virtual Security Key events notify setting
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Events

Security Key

Security Key
Security key added
Security key deleted

Security key renamed

Events

Support

Support

Remote support enabled

Remote support disabled
Remote support setup successful

Remote support setup failed

ECAOS USER GUIDE

Desktop

Figure 170: Security Key events notify setting

Figure 171: Support events notify setting
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Events
Disk Guard -
Desktop Email

Disk Guard

Disk Removed
Disk Remove Acknowledged
Disk Inserted
New Disk
Disk Replaced
Disk Replace Acknowledged
Disk Online
Disk Offline
Disks Changed

Figure 172: Disk Guard events notify setting

Events
Disk Health v
Desktop Email
Disk Health
Disk health warning
Disk health critical
Figure 173: Disk Health events notify setting
Event Settings
Redundant Storage System v
Desktop Email
Redundant Storage System
Storage pool status is healthy
Storage pool status is warning
Storage pool status is unhealthy
Virtual disk status is healthy
Virtual disk status is warning
virtual disk status is unhealthy
Physical disk status is healthy
Physical disk status is warning
Physical disk status is unhealthy

B Save Changes

Figure 174: Redundant Storage System notify setting
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Events

Firmware v
Desktop Email
Firmware
Firmware update success
Firmware update failed

Figure 175: Heartbeat firmware events notify setting

Events

ECA Layer v
Desktop Email

ECA Layer

Saving layer successful

Saving layer failed

Restoring layer successful

Restoring layer failed

Figure 176: ECA Layer events notify setting
Event Settings

ECA Power Supply ~

Desktop Email

ECA Power Supply

Power supply fault

Power supply back to normal

Figure 177: ECA Power Supply events notify setting (ONLY applies to ECA45 with TBSP-ECAPSU-R600 power supply unit)

9.5.4 SNMP Settings

Users can monitor ECA with network management software by using SNMP (Management >
Settings > SNMP Settings). The following protocols are currently supported: SNMPv1, SNMPv2c,
and SNMPv3.

SNMP Settings

Enable SNMP Agent

Trap Receivers

Host Port SNMP Version Auth Protocol Privacy Protocol

<+ Add Trap Receiver

No matching records found

Figure 178: SNMP Settings
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9.5.4.2

Enable SNMP
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1. Tick Enable SNMP Agent, click the Add Trap Receiver button and follow the steps below.

a.

b.

SNMP Settings

Enter the host IP address.
Enter the port number of the host.
Select the SNMP version.
Enter a community name.

Click the Save button.

Enable SNMP Agent

Trap Receivers

Host

Port SNMP Version Auth Protocol Privacy Protocol

No matching records found

=+ Add Trap Receiver

Figure 179: Enable SNMP

"
E,I Add Trap Receiver
Host

10.0.0.153

Port

162

SNMP version

v2e v

Community

public >&Q |

Close Send test trap

Figure 180: Add SNMP Trap Receiver

Download ECA MIB Files

GSF provides management information base (MIB) of ECA, which allows users to monitor ECA
using network management systems, such as system, disk, and network statuses.

Please obtain the ECA MIB files from

“C:\Program Files (x86)\GSF\ecaOS\Services\MqttSnmpAgent\MiB.zip”.

© GSF Corporation
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10 Events
10.1 Notification

Notifications

Time

B Events

Notifications

0000000CO0CO0COC

28 April 2023,
28 April 2023,
28 April 2023,
28 April 2023,
28 April 2023,
28 April 2023,
28 April 2023,
28 April 2023,
28 April 2023,

28 April 2023,

Showing 1 to 10 of 97 rows ruws per page

W 22Apr23 - 28Apra3 -

14:22:53

14:22:53

14:22:50

14:09:42

14:09:36

14:09:20

14:09:118

14:08:45

14:08:39

14:08:27

Name

Optimizing storage pool
Storage pool extended
Extending storage pool
Virtual disk created
Storage pool created
Storage pool deleted
virtual disk deleted
Virtual disk created
Storage pool created

Storage pool deleted

Figure 181: Notification

© GSF Corporation

\\

2?GSF

Details

Optimizing storage pool ‘DataPool’

Storage pool 'DataPool extended to 58.2 TB
Extending sterage pool ‘DataPool’

Virtual disk ‘DatasSpace’ of 26.1 TB created
Storage pool 'DataPool of 43.7 TB created
Storage pool 'DataPool deleted

Virtual disk ‘DataSpace’ deleted

Virtual disk ‘DataSpace’ of 26.1 TB created
Storage pool 'DataPool of 43.7 TB created

Storage pool ‘DataPool deleted

B -

") Unit 21, Level 3A, Jalan Kenari 5, Bandar Puchong Jaya, 47170 Selangor D.E., Malaysia | @ +603-80908080 | D4 info@gsfcorp.com
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10.2 Logs

An event log is a file that contains information about usage, operations and activity of the ECA
system. The log can be filtered by specifying data range and/or inserting keyword(s).

o  10- ]
Logs
W 22Apr23 - 28Apr23 v n
Time Level Source Type Name Details
B =D 28 April 2023, 14:22:53 Information  eca0S Redundant Storage System Optimizing storage pool Optimizing storage pool ‘DataPool’
28 April 2023, 14:22:53 Information  eca0S Redundant Storage System Storage pool extended Storage pool ‘DataPool’ extended to 58.2 TB
28 April 2023, 14:22:50 Information  eca0$S Redundant Storage System Extending storage pool Extending storage pool ‘DataPool’
28 April 2023,14:00:42  Information  eca0S Redundant Storage System  Virtual disk created virtual disk ‘DataSpace’ of 26.1 T8 created
28 April 2023,14:00:36  Information  eca0S Redundant Storage System  Storage pool created Storage pool 'DataPool’ of 43.7 TB created
28 April 2023,14:00:20  Information  eca0S Redundant Storage System  Storage pool deleted Storage pool 'DataPool’ deleted
28 April 2023, 14:09:18 Information  eca0S Redundant Storage System Virtual disk deleted Virtual disk 'DataSpace’ deleted
28 April 2023, 14:08:45 Information  eca0S Redundant Storage System Virtual disk created Virtual disk 'DataSpace’ of 26.1 TB created
28 April 2023, 14:08:39 Information  eca0S Redundant Storage System Storage pool created Storage pool ‘DataPool’ of 43.7 TB created
28 April 2023, 14:08:27 Infermation  eca0s Redundant Storage System Storage pool deleted Storage pool ‘DataPool’ deleted

Showing 1 to 10 of 157 rows mws per page . 1 n

GSF Corporation

Figure 182: Log
10.2.1 Filtering Log

Filter by can choose by Today, Yesterday, Last 3 days, Last 7 Days, Last 30 Days or Custom
data range.

Type any keyword and click on magnetify glass icon to start filtering. Click ‘Apply’ to filter the Logs.

Logs
i 22Apr23 - 28Apr23 - n & Export
Today Mar v 2023 ~ Apr v 2023~ e Details
Event: Yesterday
E EEB Su Mo TuWe Tho Frosa Su Mo TuWe Tho Frosa nizjng storage pool Optimizing storage pool 'DataPool’

Last 3 Days 1 2 3 4 1

1ge pool extended Storage pool ‘DataPool extended to 58.2 TB
Last 7 Days 5 6 7 8 9 10 11 2 3 4 5 6 7 8
Last 30 Days 12 13 14 ﬂ 6 17 18 9 10 1 n 13 14 15 1difg storage pool Extending storage pool DataPool
All Time 19 20 21 22 23 24 25 16 17 18 19 20 21 22 aldiskcreated Virtual disk 'DataSpace’ of 26.1 TB created
Custom Range 2@ A= d Al 28 24 25 26 77 28 1ge pool created Storage pool ‘DataPool of 43.7 TB created

igelpool deleted Storage pool 'DataPool deleted

15Mar23 - 12Apr23  Cancel 4
r P ance m o disk deleted Virtual disk 'DataSpace’ deleted

28 April 2023, 14:08:45 Information  eca0S Redundant Storage System Virtual disk created Virtual disk 'DataSpace’ of 26.1 TB created
28 April 2023, 14:08:39 Information  eca0S Redundant Storage System Storage pool created Storage pool ‘DataPool of 43.7 TB created
28 April 2023, 14:08:27 Information  eca0S Redundant Storage System Sterage pool deleted Storage pool ‘'DataPool deleted

showing 1to 10 of 157 rows rows per page . 1 n

‘GSF Corporation

Figure 183: Filter log
10.2.2 Exporting Log

1. Click on the ‘Export Logs’ button

© GSF Corporation
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Logs
i 15Mar23 - 12Apr23 v n
Time Level Source Type

28 April 2023, 14:22:53 Information  ecaOS Redundant Storage System

28 April 2023, 14:22:53 Information  ecaOS Redundant Storage System
28 April 2023, 14:22:50 Information  eca0S Redundant Storage System
28 April 2023, 14:09:42 Information  eca0S Redundant Storage System
28 April 2023, 14:09:36 Information  eca0S Redundant Storage System
28 April 2023, 14:09:20 Information  eca0S Redundant Storage System
28 April 2023, 14:09:18 Information  eca0S Redundant Storage System
28 April 2023, 14:08:45 Information  ecaOS Redundant Storage System
28 April 2023, 14:08:39 Information  ecaOS Redundant Storage System

28 April 2023, 14:08:27 Information  ecaOS

Showing 1to 10 of 157 rows rOWS per page

Redundant Storage System

GSF Corporation

Figure 184: Export Log (1 of 8)

2. Click OK to start export the current log

<>GSF

Export Logs [iy

Export Logs + Windows Event Logs

Name Detalls ExportLogs
Optimizing storage pool  Optirhi
Storage pool extended Storage pool 'DataPool’ extended to 58.2 TB
Extending storage pool  Extending storage pool ‘DataPool

Virtual disk created Virtual disk 'DataSpace’ of 26.1 TB created
Storage pool created Storage pool 'DataPool of 43.7 TB created
Storage pool deleted Storage pool ‘DataPool deleted
Virtual disk deleted Virtual disk 'DataSpace’ deleted
Virtual disk created Virtual disk ‘DataSpace’ of 26.1 TB created
Storage pool created Storage pool ‘DataPool of 43.7 TB created

Storage pool deleted

a -

Storage pool 'DataPool deleted

z Exporting

ready.

Exporting all the logs for the given time range and search keyword. Compiling
the logs may take a while. Download will start automatically once the logs are

EE3

Figure 185: Export Log (2 of 8)

3. The log will export to Downloads folder in compress format

B Log
< C o

B Events

2ca0S.

) https://localhost/Events/SystemLogs

Logs
i 15Mar23 - 12Apr23 v n
Time Level Source Type

28 April 2023,14:22:53  Information  eca0s Redundant Storage System

28 April 2023,14:22:53  Information  eca0S Redundant Storage System

Figure 186: Export Log (3 of 8)

© GSF Corporation

At
Downloads B a - R
j Los-DC201309140003-20230428150308:ip
Open
See more
& Export
Name Details

Optimizing storage pool  Optimizing storage pool ‘DataPool

Storage pool extended  Storage pool ‘DataPool extended to 58.2 T8
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4. The log will be export to under Downloads. The exported log can be retrieved via Explorer.

Errm Downloads

File Home Share View Compressed Folder Tools
&« v 4 & ThisPC » Downloads v o D Search Downloads

Name Date modified Tpe Size
# Quick access
[ Desktop

- Downloads

~ Today (1)
¥l Log-DC201809140003-20220923115520 23-5ep-22 11:35 Compressed (zipp... 2K8

[ Documents

% %%

&= Pictures

[ This PC
“J 3D Objects
[ Desktop
[ Documents
J Downloads
B Music
=] Pictures
B videos
i SYSTEM (C)
- TEMP (D)

¥ Network

Titem  1item selected 141 KB =

Figure 187: Exporting log (4 of 8)

5. Extract the file by right click on the file and select Extract All.

Extract wnloads
File Home Share View Compressed Folder Tools o
= < 4 ¥ ThisPC  Downloads v o O Search Downloads
Name Date modified Type Size
# Quick access
I Desktop + Today (1)
‘ Downloads » £ Log-DC201809140003-20220923115520. 23.Gen-77 11.55 Comnrscsed (zipp... 2KB
- Open
[ Documents
Open in new window
=] Pictures #*
Extract All...
O This PC Pin to Start
< 3D Objects £ Scan with Microsoft Defender...
[ Deskiop 1& Share
[ Documents Open with...
¥ Downloads Give accessto >
) Music Restore previous versions
&=| Pictures Send to >
Videos
B Cut
iy SYSTEM (C)
Copy
= TEMP (D)
Create shortcut
¥ Network Delete
Rename
Properties
Titem  1item selected 1.41 KB =

Figure 188: Exporting log (5 of 8)

© GSF Corporation
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6. Choose the location to extra the file and click Extract button.

L d = Bxract Downloads
“ Home Share View Compressed Folder Tools (2]}

« < 4 & ThisPC » Downloads v O Search Downloads

Name
# Quick access

1 Deskiop
J- Downloads

| Documents

~ Today (1

i Leg-DCY PR .
Select a Destination and Extract Files

Files will be extracted to this folder:

% %% %

&= Pictures

Browse...

I This PC

3D Objects
[ Desktop

%) Documents
4 Downloads
B Music

Show extracted files when complete

=] Pictures
B Videos
i SYSTEM (C)
= TEMP ()
¥ Network

Conce

Titem  1item selected 1.41 KB =

Figure 189: Exporting log (6 of 8)

7. The log file saved in comma-separated values (CSV) format.

File Home  Share  View ®

T~ » ThisPC » Downloads » Log-DC201809140003-20220923115520 v | O P Search Log-DC201809140003-20220923115:

Neme Date modified Type Size
# Quick access

[ Desktop
4 Downloads

| Documents

\:I Log-DC201809140003-20220923115520.c5v 23- CSV File 6KB

% % % %

&= Pictures

I This PC
8 30 Objects
I Desktop
%] Documents
- Downloads
B Music
&=| Pictures
B Videos
2 SYSTEM (C)
= TEMP ()

¥ Network

1item

Figure 190: Exporting log (7 of 8)

8. Use Spreadsheet program to open the log file.

Fle  Home nsert  Pagelayout Formuas  Data  Review View Help  Acrobat © Comments I Share v
[_ﬁé; Calibri Ju A A E=E 2 tbwepe General - EH OB D &= E I Ay /o
ey v ru-mee-as s ageticonr < |- % 3 |G 3] | St o Cel | Do Fomt |, sonts ok | e
Clipboard 15 Font 5 Alignment [ Number [ Styles cels Editing Analysis | Sensitivity ~
AL M f | Timetamp v
A 8 c D E F G H J K L M N 0 |
1 [Timetamp Irime Level Source  Type Name Details
2 1.66391E412 23/9/202211:54 Information eca0S Logging Log exported
3 1.66391E412 23/9/202211:52 Information ecaOS Support Remote support enabled Microsoft Remote Desktop started
4 1.66391E412 23/9/202211:51 Information eca0s Virtual Security Key  Valid passcode entered Login using virtual security key 'admin’
5 1.66391E+12 23/9/202211:50 Information Heartbeat ECA Motherboard System in eca0S L
6 1.66391E+12 23/9/202211:50 Information Heartbeat ECA Gateway Gateway connected
7 1.6639E+12 23/9/202211:49 Information Heartbeat ECA Motherboard System powered up
8 1.6639E+12 23/9/2022 11:47 Warning Heartbeat ECA Gateway Gateway disconnected
9 1.6639E+12 23/9/202211:47 Information Heartbeat ECA Motherboard System shutdown
10 1.6639E+412 23/9/202211:47 Information Heartbeat Heartbeat Storage Key Storage Key disabled Heartbeat Storage Key detached from ECA
1 1.6639E+12 23/9/202211:47 Information Heartbeat ECA Motherboard System leaving Layer Manager
12 1.6639E+12 23/9/2022 11:47 Information Heartbeat ECA Layer Restoring layer successful Factory layer
13 1.6639E+12 23/9/202211:34 Information Heartoeat ECA Layer Restoring layer Factory layer
14 1.6639E+12 23/9/202211:31 Information Heartbeat ECA Motherboard System in Layer Manager
15 1.6639E+12 23/9/2022 11:31 Information Heartbeat ECA Gateway Gateway cannected
6 1.6639E+12 23/9/202211:30 Warning  Heartbeat ECA Gateway Gateway disconnected
17 1.6639E+12 23/5/202211:30 Information Heartbeat ECA Motherboard  System leaving eca0S
B 1 ae3aE213 2/al9077 1420 i Usarthast Laarthast Starase Kev St Ve attachad 1o £ )
Log-DC201809140003-202209231155 @ L1 ]
Ready  §% Accessibility: Unavailable i O —————+ 100%

Figure 191: Exporting log (8 of 8)

© GSF Corporation
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10.3 Report

Report will be auto generated and sent to all recipients daily at: 23:55 or manually download by
click on the ‘Download System Report’ button.

System Report

Report will be auto generated and sent to all recipients daily at: 23:55

Generate and download system report now.

B Events B Download System Report

Figure 192: Manual Report Download at Events > Report section

[DC201809140003 TestBed-H] ECA System Report @ .

ECA Notifications @
To: @ keong

[ ECA_System_Report DC2018..
210 Ki

Dear user,
Please find the periodic ECA system report file attached

For further assistance, please contact TrueBlue Care:
trueblue@gsfeorp.com

+603-8090 8277

WMonday - Friday, 9AM - 6PM

You received this email because your email address is listed as the notification email for Engineered Computer
Appliance (ECA) serial no: DC201809140003
ECA, Smart Logic, and TrueBlue are products and services provided by GSF.

©2023 GSF Corporation, F-21-3A, 101 Boulevard, Jalan Kenari 6, 47170 Puchong, Selangor D.E, Malaysia

Figure160A: ECA email an ECA report

© GSF Corporation
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Disks

System Disk
Bay 1
Bay 2
Bay 3
Bay 4
Bay §
Bay &
Bay 7
Bay B
Bay 9
Bay 10
Bay 11
Bay 12
Bay 13
Bay 14
Bay 15

Madel

KINGSTON SUVA00S37120G
ST4D00VND00-1F4166
ST16000MMO0TG-2KK 103
ST16000MMO0TG-2KK 103
ST16000MMO0TG-2KK 103
ST16000MMO0TG-2KK 103
STADOOVHDOO-1F4168

ST31000528A50

sem Aeport: DC201809140003 | TestBed-H | 18 Apr 2023, 23:55 (+08:00)

Serial #
SOO26ETTTCO1ACI0
Z30286F1

ZL2GBAKI
ZLZEAXRX
ZLZEANGM
ZL2G007V
Z302AWWE

SVPACWVNK

Health Status

94% HEALTHY

100% HEALTHY
100% HEALTHY
100% HEALTHY
100% HEALTHY
100% HEALTHY
100% HEALTHY

Temperature
32
30
32
3
30%C
3
30%C

Figure 193B: Example ECA report in PDF format

© GSF Corporation
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NO DISK
NO DISK
NO DISK
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11 Support
11 Microsoft Remote Desktop

Microsoft Remote Desktop app to connect to a remote PC or virtual apps and desktops made
available by your admin.

Click on ‘Start’ button under Microsoft Remote Desktop

\\ o 1o/

Microsoft Remote Desktop

Status: Stopped

© Support

Chrome Remote Desktop

ervice Status: Stopped

Trueblue Care

GSF Corporation

Figure 194: Microsoft Remote Support

From local PC. Enter computer name or IP address of the remote ECA.

& Remote Desktop Connection — *

| Remote Desktop
¢ Connection

Computer: | DC200012340005) ~

Username:  AzureAD\ocaladmin

Saved credentials will be used to connect to this computer.
You can edit or delete these credentials.

(> Show Options Help

Figure 195: Trueblue Remote Support (1 of 2)

NOTE: You will require to port forward in your router to allowed Remote Desktop to be accessible
via internet. Default port is 3389

© GSF Corporation
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11.2

11.21

Chrome Remote Desktop

This option allows you to access your ECA remotely from your PC/Laptop using your own Google
account without require any port forwarding setting in the router. Before begin, Chrome Remote
Desktop work in both Google Chrome or Microsoft Edge Browser, at the address bar type:
https://remotedesktop.google.com/access then follow the directions to enabled Chrome Remote
Desktop in your browser.

Setup ECA into your Chrome Remote Desktop

In your PC/Laptop, run Chrome/Edge and enter https://remotedesktop.google.com/headless

[ | & Setupanother computer-Chre X | - o X
C @ O nhitps//remotedesktopgoogle.com/headiess B s = @
Google Chrome Remote Desktop e o

[ Remote Access
2 Remote Support
= Set up another computer
>_  SetupviaSSH }
If you have remote access to a computer, for example via Secure Shell (SSH), you can use this page to
set it up for graphical remote access using Chrome Remote Desktop.
Begin
Help & ‘
[3 Ssend feedback
#} Toggle theme
Privacy - Terms
Figure 196: Chrome Remote Desktop (1 of 6)
H ' fat
1. Click 'Begin
[ | @ Setupanother computer - Chro X | == - o x
C @ (O nips//remotedesktop.google.com/headless BN = @
Google Chrome Remote Desktop e °

[ Remote Access
9 Remote Support
= Set up another computer
Set SSH
7 Setupyia ’ If you have remote access to a computer, for example via Secure Shell (SSH), you can use this page to
set it up for graphical remote access using Chrome Remote Deskiop.
Help 2

[ Send feedback

£} Toggle theme

Privacy - Terms

Figure 197: Chrome Remote Desktop (2 of 6)

© GSF Corporation
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2. Click 'Next'

<

m @) Setup ancther computer - Chee X | ==

C @ () https/frematedesktop.google.com/headiess B oA %

Google Chrome Remote Desktop

[0 Remote Access

2 Remote Support

Set up another computer

>_ SetupviaSSH 4
- Download and install Chrome Remote Desktop on the remote computer
« Windows: https://dl.google.com/edgedi/chrome-remote-
desktop/chromeremotedesktophost.msi
« Debian Linux: https:/dl. linu/direct/chy te-desktop_current_amdsd.deb
Help &

[E1 Ssend feedback ‘

#} Toggle theme

Privacy - Terms

Figure 198: Chrome Remote Desktop (3 of 6)

3. Click 'Authorize'

B | @ Setup another computer- Chic: X |

C @ ) hitps//remotedesktop.google.com/headiess B oA 5

Google Chrome Remote Desktop

[0 Remote Access

2 Remote Support

Set up another computer

Authorize Chrome Remote Deskiop to set up a new computer. A separate window will open and you
may be prompted to choose an account, enter yous password, o give permission for Chrome Remote
Desktop to access your account.

Set up via SSH »

~

Help
[E1 Ssend feedback

#} Toggle theme

Privacy - Terms

Figure 199: Chrome Remote Desktop (3 of 6)

4. Copy command for Windows (Cmd)

[ | @ Setupanother computer-Chro X | ==

C @ () ntipsy/remotedesktop.google.com/headiess B A T

Google Chrome Remote Desktop

D

Remote Access

2, Remote Support

Set up another computer

>_ SetupviaSSH >
You're nearly finished! Run the following command on the remote computer 1 ote up
note that this command can only be used to set up one comput er if you
)mputers to set up.
Windows (Cmd)
SOTOWHHAa-nvzaieOrPLSHATEYTSQ .
. D
Help & -

[0 Send feedback m

#) Toggle theme

Figure 200: Chrome Remote Desktop (4 of 6)

5. From the ECA machine, go to Support. Under ‘Chrome Remote Desktop’, click setup

© GSF Corporation

@M Unit 21, Level 3A, Jalan Kenari 5, Bandar Puchong Jaya, 47170 Selangor D.E., Malaysia | ® +603-80908080 | b4 info@gsfcorp.com



95

\\

ECAOS USER GUIDE “>GSE

TSI DCOR O

& Support

Status: Started

Chrome Remote Desktop

Service Status: Stopped

Trueblue Care

trueblue@gsfcorp.com
+603-8090 8277

Monday - Friday, 9AM - 6PM

© GSF Corporation

Figure 201: Chrome Remote Desktop (5 of 6)

6. Paste the command and enter 6-digit PIN number as a password.

* Chrome Remote Desktop Setup

On the client computer which wants to access this machine, browse to Chrome
Remote Desktop - Set up another computer. Complete the Set up via SSH steps
and paste the Windows (Cmd) command in the textbox below.

Command:

"%PROGRAMFILES(X86)%\Google\Chrome Remote
Desktop\CurrentVersion\remoting_start_host.exe" —
code="4/0AdQt8qiUUQpVdj8N4koXiWed0zcBXTuJxSEtowGtdUVOPT67Iqi5
WQNsLCjp2KB1XgyHpQ" ~redirect-
wurl="https://remotedesktop.google.com/_/oauthredirect’ —
name=%COMPUTERNAME%

PIN:

123456|

Figure 202: Chrome Remote Desktop (6 of 6)

© GSF Corporation
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11.2.2 Accessing ECA via Chrome Remote Desktop?

1. From the ECA will be remote. Make sure the service status Started

s e

& Support

Status: Started

Chrome Remote Deskiop

Service Status: Started

Trueblue Care

trueblue@gsfeorp.com
+603-8090 8277

Monday - Friday, 9AM - 6PM

GSF Corporation

Figure 203: Accessing ECA via Chrome Remote Desktop (1 of 4)

2. From remote machine. Run web browser enter
https://remotedesktop.google.com/access/. Click on remote devices.

[ | @ Remote Access - Chrome Reme: X | &+ - o X
> C @ () hitps://remotedesktop.google.com/access/ B A S = % @
Google Chrome Remote Desktop F °

Remote devices - ———— e +
O Remote Access
2, Remote Support DC20001 2340005
) Online
>_ Setupvia SSH
This device
.

> Set up remote access
Set up this computer to be remotely accessed from another device. To get started, click the
download button.
Help 2
[2]  Send feedback °

#} Toggle theme

Privacy - Terms

Figure 204: Accessing ECA via Chrome Remote Desktop (2 of 4)

3. Enter 6-digit PIN previously set during setup to start login

© GSF Corporation
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N

DC200012340005

D Remember my PIN on this device.

Send feedback

(im] =) DC200012340005 x  +
“« O A 8] https://remotedesktop.google.com/access/session/7e5 d B A
& Cancel

Figure 205: Accessing ECA via Chrome Remote Desktop (3 of 4)

4. Access the ECA

x [Bs

remotedesktop.google.com 6b3 f-d 9 [r

GSF

localadmin

Figure 206: Accessing ECA via Chrome Remote Desktop (4 of 4)

© GSF Corporation
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12 About

12.1 Machine Information

The ECA information display here such as Model, Serial Number, ecaOS version, Up time, when
last reboot.

The IP address will be display if the ECA connected to local LAN.

Machine Infarmation

Machine Name TestBed-H

Full Model Code ECA-FX44E4C-15HS000000000
Serial Number DC201809140003

Mode ECA-FX44E4C

eca0s Version 6.1.2304.1318

Manufacturer GSF Corporation

Private IP Address 10.0.0.144,192.168.1.217
Public IP Address 202190247.241 [ER)
Machine Time 28 April 2023, 14:30 (UTC-+08:00) Kuala Lumpur, Singapore
eca0S Uptime 4 hours 44 minutes

£ca0S Last Reboot 28 April 2023, 9:46

Figure 207: Machine Information

© GSF Corporation
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12.2

Heartbeat Information

<

GSF

The Heartbeat is around the clock hardware safeguard. Its micro controller overlooks the whole
hardware platform to ensure continuous operation even in the event of critical breakdown.

‘Factory Layer Last Saved’ (Hard Reset) & Deployment Layer Last Saved’ (Soft Reset) it shows

the date of the layer saved.

Heartbeat Information

Faclory Layer Last Saved

erial Numbet

e IP Address

Heartbeat Last Reboot

GSF Corporation

19 April 2023, 16:23
19 April 2023, 17:35
HB2000-A1
1.0.2302.1709
1838829
10.0.0.102

28 April 2023, 9:05

Figure 208: Heartbeat Information

© GSF Corporation

@ Unit 21, Level 3A, Jalan Kenari 5, Bandar Puchong Jaya, 47170 Selangor D.E., Malaysia | @ +603-80908080 | >< info@gsfcorp.com
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13 APPENDIX

131 Processor Activity

13.1.1 CPU activity above limit

Dashboard

Notification

Processor Activity Utilization o

[| Current Utilization 68.3%

Average Utilization 71.3% (10min) 66.0% (min) 21.7% (hr) 9.1% (day)

Utilization % ! ! Average Utilization %

| ". " '\A \ |
"M w“'W"mwm"'“V'W"M ‘w"fu“Y f‘"‘”'ﬂ“v W,

CPU activity above limit

Log

Time Level Source Type Name Details
24 June 2025 W s Processor CPU activity above  Average CPU activity has been above the set limit of 50% for more than 5 minutes. The current average
aming  eca0s
15:51:54 J Activity fimiit CPU activity is 71.9%

Email

[DC200012340007 Testbed-G] High CPU usage detected

ECA Notifications @ 4 Reply % Replyal «? Forward
To: @ keong Tue 6724/
Dear user.

The average CPU usage has been reported above the set fimit of 50% for more than 5 minutes.
Current average CPU usage: 71.9%
Time reported: 24-Jun-25 15:51:54 +08:00

For further assistance, please contact TrueBlue Care:
trueblue@gsfcorp.com

+603-5090 5277

Monday - Friday, 9AM - 6PM

ou received this email because your email address is listed as the nolification email for Engineered Computer

Appliance (ECA] serial no: DC200012340007

ECA, Smart Logic, and TrueBlus are products and services provided by GSF.
©2025 GSF Gorporation, F-21-3A, 01 Boulevard, Jalan Kenari 6, 47170 Puchong, Selangor D.E, Malaysia

© GSF Corporation

@ Unit 21, Level 3A, Jalan Kenari 5, Bandar Puchong Jaya, 47170 Selangor D.E., Malaysia | @ +603-80908080 | >< info@gsfcorp.com
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13.1.2 CPU activity back to normal

Dashboard
Processor Activity Utilization Q

I] Current Utilization 7.7%

Average Utilization  9.1% (10min) 8.8% (min) 46.4% (hr) 10.3% (day)

[ | Utilization % | ! Average Utilization %

f

w,A.m; J.‘-w".lm, s ,«LJL»N,J\_,V_ \\Ml\-’i‘w ‘II,WJM\_«L,'.V ",,4 N'v.‘“ﬂvw"m.,.rt.i‘ »wf‘-/wj-w \

Notification

CPU activity returned to normal

Log Time Level Source Type Name Details
24 June 2025 iiormation saans | PrOCESSOT CPU activity retumed to Average CPU activity has retumed to nomal (after 32 minutes 40 seconds). The current average
16:24:35 frommaEten e Activity normal CPU activity is 18.3%
Email [DC200012340007 Testbed-G] CPU usage returned to normal
ECA Notificat @ & Reply ¢ Reply ~> Forward
= tifcations o oy a onwa
To: @ keong Tue 6/24/
Dear user,

The previously reported high CPU usage has returned to normal. The average CPU usage had
been reported above the set limit of 50% for more than 32 minutes 40 seconds.

Current average CPU usage: 18.3%

Return normal time: 24-Jun-25 16:24:35 +08:00

For further assistance, please contact TrueBlue Care:
rusblus@gsfoorp com

+603-8090 8277

Monday - Friday, 9AM - 6PM

Vou received this email because your email address is listed 2s the nofification email for Engineered Computer
Appliance (ECA) serial no: DC200012340007

ECA, Smart Logic, and TrueBlue are products and services provided by GSF.
©2025 GSF Comoration, F-21-34, 101 Boulevard, Jalan Kenari 6, 47170 Puchong, Selangor D E. Malaysia

© GSF Corporation
@ Unit 21, Level 3A, Jalan Kenari 5, Bandar Puchong Jaya, 47170 Selangor D.E., Malaysia | @ +603-80908080 | >< info@gsfcorp.com
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13.21

\\
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Memory Activity

Memory usage above limit

Dashboard

Notification

Memory Activity Usage ol

I] Current Usage 61.4%

Average Usage 55.7% (10min) 62.7% (min) 45.3% (hr) 39.2% (day)

Usage % | ' Average Usage %

Memory activity above limit

Log

Time Level Saurce Type Name Details
24 June 2025, . Memary Memory activity above  Average memory activity has been above the set limit of 50% for more than § minutes. The current average
Waming  eca0S
16:47:24 Activity limit memory activity is 55.6%

Email

[DC200012340007 Testbed-G] High memory usage detected

ECA Notifications ©  Repy ® Repyall ¥ Forward ®
To: @ keong Tue 6247
Dear user,

The average memory usage has been reported above the set limit of 50% for more than 5
minutes.
Current average memory usage: 55.6%

Time reported: 24-Jun-25 16:47:24 +08:00

For further assistance, please contact TrueBlue Care:
trueblue@gsfcorp.com

+603-8090 8277

Monday - Friday, 9AM - 6PM

You received this email because your email address is listed as the notification email for Engineered

Computer Appl A) serial no:

ECA, Smart Logic, and TrueBlue are products and services provided by GSF.
©2025 GSF Corporation, F-21-3A, 101 Boulevard, Jalan Kenari 6, 47170 Puchong, Selangor D.E, Malaysia

© GSF Corporation

@ Unit 21, Level 3A, Jalan Kenari 5, Bandar Puchong Jaya, 47170 Selangor D.E., Malaysia | @ +603-80908080 | >< info@gsfcorp.com
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Memory activity back to normal

\\

2?GSF

Dashboard

Notification

Memory Activity Usage

I] Current Usage 43.3%

Average Usage 43.3% (10min) 43.3% (min) 46.5% (hr) 39.7% (day)

Usage % !

! Average Usage %

Memory activity returned to normal

Log

Time Level Source Type Name Details

Memory Memory activity retumedto  Average memory

24 June 2025, B
Information  eca0S

tivity has returned to normal (after 15 minutes 20 seconds). The current

17:02:44 normal average memory activity is 43.3
Email [DC200012340007 Testbed-G] Memory usage returned to normal
ECA Notifications © & Reply & Replyal ~* Forward
1o @keong Toe 624/

<>GsF

Dear user,

The previously reported high memory usage has returned to normal. Average memory usage
had earlier been reported to be above the set limit of §0% for more than 15 minutes 20
seconds

Current average memory usage: 43.3%

Retum normal time: 24-Jun-25 17:02:44 +08:00

For further assistance, please contact TrueBlue Care:
trueblus @gsfeorp.com

+503-8090 8277

Monday - Friday, SAM - 6PM

You received this email because your email address is fisted as the nofification email for Engineered Computer
‘Appliance (ECA) serial no: DC200012340007

ECA, Smart Logic, and TrueBlue are products and services provided by GSF.
©2025 GSF Corporation, F-21-34, 101 Boulevard, Jalan Kenari 6, 47170 Puchong, Selangor D.E, Malaysia

© GSF Corporation

@ Unit 21, Level 3A, Jalan Kenari 5, Bandar Puchong Jaya, 47170 Selangor D.E., Malaysia | @ +603-80908080 | >< info@gsfcorp.com
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13.3 Disk Activity

13.3.1 Disk read activity above limit

Dashboard

Disk Activity Re

U Current Read 2.9 MB/s
Average Read 1.9 MB/s (10min) 2.0 MB/s (min) 1.1 MB/s (hr) 470.1 kB/s (day)
Current Write 238.7 kB/s

Average Write  24.2 MB/s (10min) 24.0 MB/s (min) 24.5 MB/s (hr) 24.9 MB/s (day)

Read Write

Nl ) M\

UTRRTIE Y

Notification

Disk read activity above limit

Log Time Level  Source © Type Name Details

24 June 2025, Disk Disk read activity above bove the set limit of 1.0 MB/s for more than 5 minutes. The current

Warning eca0S
17:20:08 2

imit

Email [DC200012340007 Testbed-G] High disk read activity
ECA Ntifications ©  Repy @ Repyall > Forward
To: @keong Tue 6/24/
<5
—?GSF
Dear user,

The average disk read activity has been above the set limit 1.0 MB/s for more than 5 minutes.
Current average disk read: 1.9 MBis
Time reported: 24-Jun-25 17:20:05 +08:00

For further assistance, please contact TrueBlue Care
trueblue @gsfcorp.com

+603-8090 8277

Monday - Friday, 9AM - 6PM

You received this email because your email address is listed as the nofification email for Engineered Computer
Appliance (ECA) serial no: DC200012340007

ECA, Smart Logic, and TrueBlue are products and services provided by GSF
©2025 GSF Gorporation, F-21-3A. 101 Boulevard, Jalan Kenari 6, 47170 Puchong, Selangor D E. Malaysia

© GSF Corporation
@ Unit 21, Level 3A, Jalan Kenari 5, Bandar Puchong Jaya, 47170 Selangor D.E., Malaysia | @ +603-80908080 | >< info@gsfcorp.com



105

13.3.2

Disk read activity back to normal

ECAOS USER GUIDE '

\\

GSF

Dashboard

U Current Read 0.0 B/s

Current Write 31.1 MB/s

Notification

Disk read activity returned to normal

Disk Activity Readrlte m

Average Read 6.9 kB/s (10min)

Average Write  24.2 MB/s (10min)

0.0 B/s (min) 861.3 kB/s (hr) 474.7 kB/s (day)

24.1 MB/s (min) 24.4 MB/s (hr) 25.1 MB/s (day)

| Read Write

Log Time Level Source
24 June

Information  ecaOS
17:4407

Type Name Details
Disk Disk read activity returned to ‘Average disk read activity has returned to normal (after 24 minutes 12 seconds).The current average
Activity normal disk read activity is 29.7 KB/s

Email

ECA Notifications

To: @keong

[DC200012340007 Testbed-G] Disk read activity returned to normal

@  Repy © Repyal > Fomward

<>GSF

Dear user,

The previously reported high average disk read activity has returned to normal. The average
disk read activity had earlier been reported to be above the set limit of 1.0 MBs for more than 24
minutes 12 seconds

Current average disk read: 29.7 KBis.

Retum to normal time: 24-Jun-25 17:44:17 +08:00

For further assistance, please contact TrueBlue Care
trueblue@gscorp.com

+603-8090 8277

Monday - Friday, SAM - 6PM

You received this email because your email address is Iisted as the notification email for Engineered Computer
Appliance (ECA) serial no: DC200012340007

EGA, Smart Logic, and TrueBiue ars products and services provided by GSF.
©2025 GSF Corporation, F-21-3A, 0] Boulevard, Jalan Kenari 8, 47170 Puchong, Selangor D E, Malaysia

© GSF Corporation
@ Unit 21, Level 3A, Jalan Kenari 5, Bandar Puchong Jaya, 47170 Selangor D.E., Malaysia | @ +603-80908080 | >< info@gsfcorp.com
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Disk write activity below limit

Dashboard

Notification

Disk Activity Read m Write

[l Current Read 0.0B/s

Average Read 2.7 kB/s (10min) 1.1 kB/s (min) 13.0 kB/s (hr) 508.8 kB/s (day)

Current Write 882.6 kB/s
Average Write
534.5kB/s (10min) 526.5 kB/s (min)

16.6 MB/s (hr) 40.7 MB/s (day)

[ | Read Write

Ml N PRV S Y M oA A Y SR W PE—

Disk write activity below limit

Log Time Level Source Type Name Details
25 June 2025, o Disk Disk write activity Average disk write s been below the set limit of 22.0 MB/s for more than 5 minutes. The current
Warning eca0S
92041 S Activity below limit average di ite activ 0.1 MB/s
Email [DC200012340007 Testbed-G] Low disk write activity
ECA Notifications @ & Repy  Repyal > Forward

To: Okeong

<>GsF

Dear user,

The average disk write activity has been below the set limit 22.0 MB/s for more than 5 minutes.
Current average disk write: 10.1 MB/s

Time reported: 25-Jun-25 09:20:41 +08:00

For further assistance, please contact TrueBlue Care:
rueblue @gsfcorp com

+603-3090 8277

Monday - Friday, 5AM - 6P

Vou received this email because your email address is listed as the nolification email for Engineered Computer

Appliance (EGA] serial no: DC200012340007

ECA, Smart Logic. and TrueBlug are products and services provided by GSF.
©2025 GSF Corporation, F-21-34, 101 Boulevard, Jalan Kenari 6, 47170 Puchong, Selangor D.E, Malaysia

© GSF Corporation

@ Unit 21, Level 3A, Jalan Kenari 5, Bandar Puchong Jaya, 47170 Selangor D.E., Malaysia | @ +603-80908080 | >< info@gsfcorp.com
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Disk write activity back to normal

Dashboard

Disk Activity Read m Write

I] Current Read 0.0B/s
Average Read 5.2 kB/s (10min) 46.3 kB/s (min) 15.2 kB/s (hr) 508.9 kB/s (day)
Current Write 10.7 MB/s

Average Write  24.1 MB/s (10min) 23.8 MB/s (min) 14.8 MB/s (hr) 41.0 MB/s (day)

[ | Read Write
i
Disk write activity returned to normal
Log Time Level Source Type Name Details
25 June 2025, . Disk wirite activity returned to Average disk write activity has returned to normal (after 32 minutes). The current average disk write
. Information  eca0S Disk Activity
9:52:41 normal activity is 24.1 MB/s

Email

[DC200012340007 Testbed-G] Disk write activity returned to normal

ECA Notifications @ 4 Repy % Repyall ? Forward

w 52 AM

<>GsF

Dear user,

The previously reperted low average disk write activity has returned to normal, The average
disk write activity had earfier been reported to be above the set imit of 22.0 MBI for more than
32 minutes

Current average disk write: 24.1 MBls

Retur to normeal time: 25-Jun-25 09:52:41 +08:00

For further assistance, please contact TrueBlue Care:
trueblue@gsfeorp.com

+603-8090 8277

Monday - Friday, 9AM - 6PM

You received this email because your email address is listed as the nofification email for Engineered Computer

Appliancs (ECA) serial no: DC200012340007

EGA, Smart Logic, and TrueBlus are products and services provided by GSF.
©2025 GSF Corporation, F-21-34, 101 Boulevard, Jalan Kenari 6, 47170 Puchong, Selangor D E, Malaysia

© GSF Corporation

@ Unit 21, Level 3A, Jalan Kenari 5, Bandar Puchong Jaya, 47170 Selangor D.E., Malaysia | @ +603-80908080 | >< info@gsfcorp.com
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13.4

13.4.1

Network Activity

Network send activity above limit

\\

GSF

Dashboard
as oar Receive m Q

Network Activity Send

[l Current Send 23.3 Mbps
Average Send  19.9 Mbps (10min) 20.3 Mbps (min) 12.9 Mbps (hr) 3.6 Mbps (day)
Current Receive 238.9 Mbps
Average Receive

251.1 Mbps (10min) 251.3 Mbps (min) 257.7 Mbps (hr) 268.8 Mbps (day)

Send Receive

U VPRSP NP UPOLT WL WP UPUN SN YN PN Y N, UG SRR SORE | B0 MY R wvm-"

Notification | [ ———

Log Time Level Source Type Name Details
n Network Network send activity Avera network send activity has been above th
Warning  eca0S
Activity above limit current average network send activity is 19.6 Mb/s

limit of 11.0 Mb/s for more than 5 minutes. The

Email [DC200012340007 Testbed-G] High outgaing network traffic

EN

<>GsF

Dear user,

The average outgeing network traffic has been above the set limit 11.0 Mb/s for more than &
minutes.

Current average network send: 19.6 Mb/s

Time reported: 24-Jun-25 17:19:28 +08:00

For further assistance, please contact TrueBlue Care:
trueblue @gsfeorp com

+B03-5090 8277

Monday - Friday, 3AM - 6P

You received this email because your email address is listed as the nofification email for Engineered Computer
Appliance (ECA) serial no: DC200012340007

ECA, Smart Logic, and TrueBlue are products and services provided by GSF.
192025 GSF Gorporation, F-21-3A, 101 Boulevard, Jalan Kenari 6, 47170 Puchong, Sefangor D E. Malaysia

ECA Notifications ®

“ Repyal o

Forward | @ E

Tue 6/24/2025 519 PM

© GSF Corporation

@ Unit 21, Level 3A, Jalan Kenari 5, Bandar Puchong Jaya, 47170 Selangor D.E., Malaysia | @ +603-80908080 | >< info@gsfcorp.com
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Network send activity back to normal

\\

2?GSF

Dashboard

Network Activity Sen

[l Current Send 3.0 Mbps

Receive ¢

Average Send 2.9 Mbps (10min) 3.3 Mbps (min) 10.6 Mbps (hr) 3.6 Mbps (day)

Current Receive 261.5 Mbps
Average Receive

250.6 Mbps (10min)

249.9 Mbps (min) 251.5 Mbps (hr) 271.1 Mbps (day)

Send Receive
L
NOtI |cat|°n Network send activity returned to normal
Log Time Name Details
24 June 2025, Network Network send activity Average network send activity has returned to normal (after 25 minutes 13 seconds).The current
17:44:41 Activity returned to normal average network send activity s 2.8 Mb/s

Email

[DC200012340007 Testbed-G] Outgoing network traffic returned to normal

EN

ECA Notifications

To: @ keong

<>GSF

Dear user,
The previously reported high average outgoing network traffic has returned to normal. The
average outgoing network traffic had earlier been reported to be above the set limit of 11.0 Mbis
for more than 25 minutes 13 seconds.

Current average network send: 2.8 Mbls

Retumn ta normal fime: 24-Jun-25 17:44:41 +08:00

For further assistance, please contact TrueBlue Care:
trueblue @gsfcorp com

+603-8090 8277

Monday - Friday, 9AM - 6P

You received this email because your email address is listed as the notification email for Engineersd Computer
Appliance (ECA) serial no: DC200012340007

ECA, Smart Logic, and TrueBlue are products and senvices provided by GSF.
©2025 GSF Gororation, F-21-34, 101 Boulevard, Jalan Kenari 6, 47170 Puchong. Selangor D.E, Malaysia

& Repy € Repyal  Forward

Tue 6/24/2025 544 PM

© GSF Corporation

@ Unit 21, Level 3A, Jalan Kenari 5, Bandar Puchong Jaya, 47170 Selangor D.E., Malaysia | @ +603-80908080 | >< info@gsfcorp.com
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13.4.3 Network receive activity below limit

Dashboard
Network Activity Send m Receive

[l Current Send 133.9 kbps
Average Send  235.0 kbps (10min) 199.8 kbps (min) 1.9 Mbps (hr) 5.5 Mbps (day)
Current Receive 112.1 kbps
Average Receive

144.4 kbps (10min) 237.8 kbps (min) 154.5 Mbps (hr)  432.4 Mbps (day)

Send Receive

A N Y A T Y T T 1 U Y O W

Notification

Network receive activity below limit

Log Time Level Source Type Name Details

25 June 2025, . 0s Network Network receive activity Average network receive activity has been below the set limit of 226.0 Mb/s for more than § minutes. The
Warning ecals
9:20:34 9 Activity below limit current average network rec
Email [DC200012340007 Testbed-G] Low incoming network traffic
ECA Notifications @ 4 Repy % Repyal * Foward & (@
To: @ keong
Dear user

The average incoming network traffic has been below the set limit 226.0 Mb/s for more than 5
minutes.

‘Current average network receive: 100.5 Mbis

Time reported: 25-Jun-25 09:20:34 +08:00

For further assistance, please contact TrueBlue Care:
trusblus @gsfeorp.com

+603-5090 8277

Monday - Friday, 94M - 6PM

‘You received this email because your email address is listed as the nofification email for Enginesred Computer
Appliance (ECA) serial no: DC200012340007

ECA, Smart Logic, and TrueBiue are products and services provided by GSF
©2025 GSF Gorporation. F-21-34, 101 Boulevard, Jalan Kenari 6, 47170 Puchong. Selangor D E, Malaysia

© GSF Corporation
@ Unit 21, Level 3A, Jalan Kenari 5, Bandar Puchong Jaya, 47170 Selangor D.E., Malaysia | @ +603-80908080 | >< info@gsfcorp.com
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13.4.4 Network receive activity back to normal

Dashboard
Network Activity Send m Receive

[l Current Send 2.8 Mbps
Average Send 2.9 Mbps (10min) 3.4 Mbps (min) 1.9 Mbps (hr) 5.5 Mbps (day)
Current Receive 261.9 Mbps
Average Receive

250.8 Mbps (10min) 251.1 Mbps (min) 151.3 Mbps (hr) 434.9 Mbps (day)

Send Receive

Notification

Network receive activity returned to normal

Log Time Level Source Type Name Details

Network receive activity Average network receive activity has retumed to normal (after 31 minutes 52 seconds).The current

25 June 2025,
Information  eca0S

9:52:26 Activity rage network receive activity is 250,9 Mb/s
E ma I| [DC200012340007 Testbed-G] Incoming network traffic returned to normal
ECA Notifications © & Reply € Repiyal . Forward
Te: @ keong
Dear user

The previously reported low average incoming network traffic has retumed to normal. The
average incoming netwark traffic had earlier been reported to be below the set limit of 226.0
Mb/s for more than 31 minutes 52 seconds.

Current average network recsive: 250.9 Mbls

Retum to normal time: 25-Jun-25 09:52:26 +08:00

For further assistance, please contact TrueBlue Care:
trueblue @gsfcorp.com

+603-8090 8277

Monday - Friday, 3AM - 6PM

You received this email because your email address is listed as the notification email for Enginesred Computer

Appliance (ECA) serial no: DC 200012340007

EGA, Smart Logic, and TrueBlue are products and services provided by GSF.
©2025 GSF Gorporation, F-21-34, 101 Boulevard, Jalan Kenari 6, 47170 Puchang, Selangor D E, Malaysia

© GSF Corporation
@ Unit 21, Level 3A, Jalan Kenari 5, Bandar Puchong Jaya, 47170 Selangor D.E., Malaysia | @ +603-80908080 | >< info@gsfcorp.com
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13.5 Session Shield

13.5.1 Warning Status

[ulll & cesson s -ecs0s

€ O @ 5 neoshesyssenssoshed 5 8

Dashboard

Session Shield

1568 MB
6415 MB

7983 MB

(== = ]

Allow Files/Folder Allow Regisiry Keys

Allowed Files and Folders

m Files (x86)\GSF\eca0S\A

C:\Program Files (

Fiecads

CAProgram x86)\6SF\eca0S\ApplicationMonitor\settings.conf bak
C:AProgram Files (x86)\GSFieca0S\s tivationilog
C:\Program Files (x86)\GSF\eca0S\Services\Activation\settings.conf

NOtlfl Cation Session Shield at warning state

Log Time Level Source Type Name Details
20 Oct 2022, T GRS Session Session Shield at warning Shield has reached Warning state. 19.7% (1573 MB) remaining before system becoming
9:56:07 g Shield state unstable

Email 10.0408] Session Shield at warning state - Message (HTM

Fle  Message Help  Acrobat

WM~ = B © € — | ofsharetoTeams | 571 B8~ fa- B~ - O rind | E&~ | -e-

[DC201809140003 ecaOs 6.0.2210.0408] Session Shield at warning state
@ ECA Notifications <noreply@gsf.ms> © Reply | € Repy Al | > Forward | i | |-

To ©jemi

(T) I there are problems with how this message is displayed, dlick here to view it in a web browser,

<>GsF

Dear user,

Shield has reached Warning state.

19.7% (1573 MB) remaining before system becoming unstable
For further assistance, please contact TrueBlue Care:

trueblue@asfcorp.com
+603-8090 8277
Monday - Friday, 9AM - 6PM

You received this email because your email address is listed as the notification email for Engineered Computer
Appliance (ECA) serial no: DC201809140003

ECA, Smart Logic, and TrueBlue are products and services provided by GSF.
©2022 GSF Corporation, F-21-3A, 101 Boulevard, Jalan Kenari 6, 47170 Pucheng, Selangor D.E, Malaysia

© GSF Corporation
) Unit 21, Level 3A, Jalan Kenari 5, Bandar Puchong Jaya, 47170 Selangor D.E., Malaysia | @ +603-80908080 | <! info@gsfcorp.com
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13.5.2 Critical Status

Dashboard

) ermeees

« C @ &) hrtps//localhast2:

]
(<] { 10- ]
Session Shield
638 MB
7345 MB
7983 MB
2%
Critical
. Allow Files/Folder Allow Registry Keys
+ Add Exclusion + Add Exclusion
Allowed Files and Folders
C:\Program Files (x86)\ tortlog
C:\Program Files (x86)\GSF\eca0S\ApplicationMonitonsettings.conf
ationMonitor\settings
ation\log
conf
Notification
Log Time Level Source Type Name Details
20 Oct 2022, Session Shield at Shield has reached Critical state. 8% (638 MB) remaining before
e Critical eca0s Session shield
11:45:30 critical state system becoming unstable. System will reboot in 3 minutes
E ma i I [DC201809140003] Session Shield at critical state - Message (HTMI
File  Message Help  Acrobat
W~ 5 B | & € — | WfsheretoTeams | 571 BE- f- B~ O Find | 5%~
[DC201809140003] Session Shield at critical state
&
ECA Notifications <noreply@gsf.ms> O Reply | € Repyall | > Fonard || B
To ©jemi Thu 20

() there are problems with how this message is displayed, click here to view it in a web browser,

<>GsF

Dear user,

Shield has reached Critical siate

8.0% (638 MB) remaining before system becoming unstable. System will reboot in 3 minutes
For further assistance, please contact TrueBlue Care:

trueblue@asfcorp.com
+§03-8090 8277
Monday - Friday, 9AM - 6PM

You received this email because your email address is listed as the notification email for Engineered Computer
Appliance (ECA) serial no: DC201809140003

ECA, Smart Logic, and TrueBlue are products and Services provided by GSF
©2022 GSF Corporation, F-21-3A, 101 Boulevard, Jalan Kenari 6, 47170 Puchong, Selangor D.E, Malaysia

© GSF Corporation
@ Unit 21, Level 3A, Jalan Kenari 5, Bandar Puchong Jaya, 47170 Selangor D.E., Malaysia | @ +603-80908080 | >< info@gsfcorp.com
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13.5.3

Status back to normal

ECAOS USER GUIDE

Dashboard

< C @

@ Session Shield - ecals

& hitpsy//localhost22

Session Shield

<>GSF

7315 M8

668 MB

7983 MB

B.4%

Normal

Allow Files/Folder

=+ Add Exclusion

Allowed Files and Folders

C:\Program Files (x86)\

C:AProgram Files (x86)

C:\Program Files (x86)\ ationMonitor\settings

C:AProgram Files (x8

s\Activationtog

Notification

\Frogram

Session Shield back to normal

T

6)\GSF\eca0S\ Services

ctivation\se

Allow Registry Keys

=+ Add Exclusion

Log Time Level Source Type Name Details
20 0ct 2022, TR EEES Session session Shield back to
11:48:52 Shield normal
Email [DC201809140003] Session Shield back to normal - Message (HTM
Fle  Message Help  Acrobat
W~ & B & € = | oshaetoteams | §1 BB~ M- B~ | Ornd | K&~
[DC201809140003] Session Shield back to normal
&
ECA Notifications <noreply@gsf.ms> 3 Reply | € Replyall | = Forwerd
To @ jemi Thu 20

Shield returned to Normal state. 91.6% (7316 MB) remaining

() there are problems with how this message is displayed, click here to view it in a web browser,

<>GsF

Dear user,

Shield returned to Normal state.

91.6% (7316 MB) remaining

For further assistance, please contact TrueBlue Care:

trueblue@asfcorp.com
+§03-8090 8277
Monday - Friday, 9AM - 6PM

You received this email because your email address is listed as the notification email for Engineered Computer
Appliance (ECA) serial no: DC201809140003

ECA, Smart Logic, and TrueBlue are products and Services provided by GSF
©2022 GSF Corporation, F-21-3A, 101 Boulevard, Jalan Kenari 6, 47170 Puchong, Selangor D.E, Malaysia

© GSF Corporation

@ Unit 21, Level 3A, Jalan Kenari 5, Bandar Puchong Jaya, 47170 Selangor D.E., Malaysia | @ +603-80908080 | >< info@gsfcorp.com
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13.6

13.6.1

Disk Health

ECAOS USER GUIDE '

Warning Status Disk

\\

GSF

Dashboard

Storage Monitor
Disks  SMART.

Last Updated: 25 June 2025 112120

Disk Model Status. Volumes Disk Guard
System Disk (GSTON SUVA0DS371206 o oo Online
2 o ours.
[m;! WoC WD20EVDS- 637380 o onine ]
Bay2 STA000VXODD-1F4168 P Gnline
Bay3 ST4000VX000-1F4168 [; Onine
Boy 4 WDC WD3DEURS-63RBUYD 18% Critical E Online
Disk health warning
Log Time Level Source Type Name Details
25 June 2025,11:01:.06 Warning ecals Disk Health Disk health waming Disk Bay 1 is down to 60% health

Email

[DC200012340007 Testbed-G] Hard Disk health is at warning level

ECA Notifications
EN

To: @keong

@  Repy € Repya

<>GsF

Dear user,

Hard disk drive Bay 1 is down to 60% health

Time reported: 25-Jun-25 11:00:36 +08:00
Model: WDC WD20EVDS-63T3B0

Serial Number: WD-WCAVY6145989

Size: 18T

Current Disk Status: Warning - 60% health
Temperature: 34 °C

Bad Sectors: 0

Power on hours: 29069 Hours

For further assistance, please contact TrueBlue Care:
trueblue @gsfeorp com

+603-8090 8277

Monday - Friday, SAM - 6P

You received this email because your email address is isted as the notification email for Engineered Computer
Appliance (ECA) serial no: DC200012340007

EGA, Smart Logic, and TrueBlue are: products and services provided by GSF.

~* Forward ®

Wed 6/25/2025 11:00 AM

© GSF Corporation
@ Unit 21, Level 3A, Jalan Kenari 5, Bandar Puchong Jaya, 47170 Selangor D.E., Malaysia | @ +603-80908080 | >< info@gsfcorp.com
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13.6.2

ECAOS USER GUIDE

Critical Status Disk

\\

2?GSF

Dashboard

Hard disk drive Bay 10 is about to fail

Time reported: 25-Jun-25 11:01:07 +08:00
Model: TOSHIBA MCO4ACA400E

Serial Number- 44TSK00JFLSA

Size: 3.6TB

Current Disk Status: Warning - 30% health
Temperature: 35 °C

Bad Sectors: 48

Power on hours: 44947 Hours

For further assistance, please contact TrueBlue Care:

trueblue@gsfeorp.com
+603-8090 8277
Monday - Friday, 9AM - 6PM

Bay 9 ST4000VX000-1F4168 100% Heal F Online
SN 2B6PJ § c
W, ears 5 months 10 days 10
3 pors
Bay 10 TOSHIBA MCO4ACA400E 30% Critical G: Online
44T5KOOJFLSA § 3sc
W: FPIA o 5years 1 months 17 days 19
hours
Bay 11 N/7A N/A N/A No Disk
Bay 12 N/A N/A N/A No Disk
Bay 13 N/A N/A N/A No Disk
Bay 14 N/A N/A N/A No Disk
Bay 15 N/A N/A N/A No Disk
Notification
Disk health critical
Log Time Level Source Type Name Details
25 June 2025, 11:01:07 Warning eca0S Disk Health Disk health critical Disk Bay 10 is down to 30% health
E mall [DC200012340007 Testbed-G] Hard Disk is about to fail
ECA Notifications @  Reply € Repyal > Forward > B
To: @keong ‘Wed 6/25/. 01 AM
<5
~ZGSF
Dear user,

You received this email because your email address is listed as the nofification email for Enginesred Computer

Appliance (ECA) serial no: DC200012340007

© GSF Corporation
@ Unit 21, Level 3A, Jalan Kenari 5, Bandar Puchong Jaya, 47170 Selangor D.E., Malaysia | @ +603-80908080 | >< info@gsfcorp.com
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13.7

13.71

Disk Guard

ECAOS USER GUIDE

New disk / Disk Inserted

\\

GSF

Dashboard

Notification

Storage Monitor

Volumes Disks

S.M.AR.T

Last Updated: 25 June 2025 11:32:30 ' n

Disk Model Status Volumes Disk Guard
System Disk  KINGSTON SUv400s371206  [EREISI= c D Online
SN: 50026 47524
FW: DC3KBTRA 1 days 13
Bay 1 WDC WD20EVDS-63T3B0 60% Warning o: Online
s V6145989 3 e
v: 01 "D 3 years 3 manths 26 days 5 hours.
Bay 2 WDC WD2500AAKX- 100% Healthy H Online
75U6AAD i 20
SN: WD-WMC2F0265775 s 1 years 7 months 26 days 14
FW: 19.01H19 L
Bay 3 ST4000VX000-1F4168 Online
SN G
Fw: D 8 months 23 days 6 hours

Disk inserted

Log

Time

25 June 2025, 11:32:20

Level Source Type Name Details

Information eca0s Disk Guard Disk inserted

Disk WDC WD20EVDS-63T3B0 (WD-WCAVY6145989) placed in Bay 1

Email

[DC200012340007 Testbed-G] Hard disk have been inserted

ECA Notifications

To: @keong

@ & Repy

<>GsF

Dear user,

Hard disk WWDC WD20EVDS-63T3B0 (WD-WCAVY6145989) inserted in Bay 1
Time reported: 25-Jun-25 11:32:20 +08:00

Model: WDC WD20EVDS-63T3B0

Serial Number: WD -WCAVY6145989

Online/Cffline: Online

Size 1.8TB

For further assistance, please contact TrueBlue Care:
trueblue @gsfcorp.com

+B03-8090 8277

Monday - Friday, 9AM - 6PM

You received this email because your email address is listed as the nolification email for Engineered Computer

Appliancs (ECA) serial no: DG200012340007

ECA, Smart Logic. and TrueBlue are products and services provided by GSF.
82025 GSF Corporalion, F-21-34, 101 Boulevard, Jalan Kenari 6, 47170 Puchong, Selangor D.E, Malaysia

© Repys

<> Foward = &

Wed 6/25/2025 11:32 AM

© GSF Corporation

@ Unit 21, Level 3A, Jalan Kenari 5, Bandar Puchong Jaya, 47170 Selangor D.E., Malaysia | @ +603-80908080 | >< info@gsfcorp.com
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13.7.2

Disk Removed

ECAOS USER GUIDE

\\

2?GSF

Dashboard

Storage Monitor

Volumes Disks SMAR.T

Last Updated: 25 June 2025 11:26:07 C'

oA “

Disk Model Status Volumes Disk Guard
System Disk KINGSTON SUV400537120G [31% Critical | c o online
24 § 2
3 years 4 months 11 days 13
2 hours
Bay 1 WDC WD20EVDS-63T3B0 /A N/A Removed
i’ SN: WD WCAVYE Acknowledge
Bay 2 WDC WD2500AAKX- 100% Healthy H: Replaced
i 26°C
75 o 1years 7 montha 26 days 14 Acknowledge
hours
Bay 3 ST4000VX00D-1F4168 I Online
SN aH § 3oc
w D 8 ment
Disk removed
Log Time Level Source Type Name Details
25 June 2025, 11:25:37 Warning  ecaOS DiskGuard  Diskremoved  Disk WDC WD20EVDS-63T3B0 (WD-WCAVY6145989) removed from Bay 1

Email

[DC200012340007 Testbed-G] Hard disk have been removed

ECA Notifications

To: @ keong

@ € Repy & Repya

<>GsF

Dear user,

Ahard disk have been removed from Bay 1.
Time reported: 25-Jun-25 11:25:37 +08:00
Model: WDC WD20EVDS-63T3B0

Serial Number. WD-WCAVY6145989

Size: 1.8TB

For further assistance, please contact TrueBlue Care:
truebive @gsfcorp com

+603-8090 8277

Monday - Friday, 9AM - 6PM

‘You received this email because your email address s listed as the notification email for Engineered Computer
Appliance (EGA) serial no: DG200012340007

ECA, Smart Logic, and TrueBlue are products and services provided by GSF.
©2025 GSF Comoration, F-21-3A. 101 Boulevard, Jalan Kenari 6, 47170 Puchong, Selangor D.E. Malaysia

~ Forward | @

Wed 6/25/2025 1125 AM

© GSF Corporation
Unit 21, Level 3A, Jalan Kenari 5, Bandar Puchong Jaya, 47170 Selangor D.E., Malaysia | @ +603-80908080 | P4 info@gsfcorp.com




ECAOS USER GUIDE

Disk Removed Acknowledge

\\

2?GSF

Dashboard

Storage Monitor
Volumes Disks

SMART.

Last Updated: 25 June 2025 11:26:07 C'

Ce °

Disk Model Status Volumes Disk Guard
System Disk KINGSTON SUV400S371206 c: D: Online
SN: 5002687282047524
W 4months 11 days 13
[ Bay 1 N/A N/A N/A No Disk ]
Bay 2 WDC WD2500AAKX- 100% Healthy H: Online
75USAAD §26°C
-~ z o 1veo s 26 days 14
FW: 19.01H19 hour
Bay 3 ST4000VX000-1F4168 100% Healthy I Online
SN: Z302AVAH 4 307
FW: D 8 months 23 days 5 hours
Notification
Disk remove acknowledged
LOg Time Level Source Type Name Details
25 June 2025, Disk remove Disk WDC WD20EVDS-63T3B0 (WD-WCAVY6145989) removal from Bay 1
Information ~ eca0S Disk Guard
11:30:32 d
E mall [DC200012340007 Testbed-G] Hard disk remove acknowledged
ECA Notifications @ ¢ Reply ¢ Repiyal > Forward & [
To: @ keong Wed 6/25/2025 1130 AM
<5
~?GSF
Dear user,
Removal of hard disk WDC WD20EVDS-63T3B0 (WD-WCAVY6145989) from Bay 1 has been
acknowledged

Time reported: 25-Jun-25 11:30:32 +08:00
Model: WDC WD20EVDS-63T3B0

Serial Number: WD-WCAVY6145989

Size: 1.8TB

For further assistance, please contact TrueBlue Care:
trueblue@gsfeorp.com

+603-5090 8277

Monday - Friday, 9AM - 6PM

You received this email because your email address is listed as the nolification email for Engineered Computer
Appliance (ECA) serial no: DC200012340007

ECA, Smart Logic, and TrueBlue are products and services provided by GSF.
©2025 GSF Corporation, F-21-34, 101 Boulevard, Jalan Kenari 6, 47170 Puchong, Selangor D.E, Malaysia

© GSF Corporation
@ Unit 21, Level 3A, Jalan Kenari 5, Bandar Puchong Jaya, 47170 Selangor D.E., Malaysia | @ +603-80908080 | >< info@gsfcorp.com
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13.7.4

Disk Replaced

ECAOS USER GUIDE

\\

2?GSF

Dashboard

Storage Monitor

Volumes Disks

SMART.

Last Updated: 25 June 2025 11:26:07 C'

oA “

Disk Model Status Volumes Disk Guard
System Disk  KINGSTON SUV400537120G c D online
S| 7282047524 § 2c
RA 3years 4 months 11 days 13
2 hours
Bay 1 WDC WD20EVDS-63T3B0 A N/A Removed
i’ SM: WD-WCAVYS Acknowledge
Bay 2 WDC WD2500AAKX- 100% Healthy H: Replaced
75UBAAD § 26C
i« wy ] years 7 montha 26 days 14 Acknowledge
hours.
Bay 3 I Online
[REC
D 8 mont

Notification Disk replaced

Log Time Level

Source Type Name Details
25 June 2025,
11:25:57 Warning eca0s Disk Guard Disk replaced Disk (WD-WMC2F0265775) have replaced previous disk (Z302AW1C) in Bay 2
E mall [DC200012340007 Testbed-G] A hard disk have been replaced with a new hard disk
gy ECANotifications & Repy © Repyal > Fovad O B
To: @keong Wed 6/25/2025 1126 AM

<>GSF

Dear user,

Hard disk with serial number WD-WMC2F0265775 have replaced previous disk with serial
number (Z302AW1C) in Bay 2

Time reported: 25-Jun-25 11:25:57 +08:00
New Hard Disk Details:

WModel: WDC WD2500AAKX-T5USAAD
Serial Number: WD-WMC2F0265775
Online/Offline: Online

Size: 232.9GB

Previous Hard Disk Details:

Model: STA000VX000-1F4168

Serial Number: Z302AW1C

Size: 3.7TB

For further assistance, please contact TrueBlue Care:
trueblue@gsfcorp.com

+603.8080 8277

Monday - Friday, 9AM - 6PM

You received this email because your email address is listed as the nofification email for Engineered Computer
Appliance (ECA) serial no” DC200012340007

© GSF Corporation
) Unit 21, Level 3A, Jalan Kenari 5, Bandar Puchong Jaya, 47170 Selangor D.E., Malaysia | @ +603-80908080 | <! info@gsfcorp.com
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13.7.5

ECAOS USER GUIDE

Disk Replaced Acknowledge

\\

2?GSF

Dashboard

Storage Monitor

Volumes Disks SMART.

Last Updated: 25 June 2025 11:26:07 C'

k& “

Disk Model Status Volumes Disk Guard
System Disk KINGSTON SUV400S37120G c: b Online
4 months 11 days 13
Bay 1 WDC WD20EVDS-63T3B0 N/A N/A Removed 3
SN: WD-WCAVYE145989 Acknowledge
Bay 2 WDC WD2500AAKX- 100% Healthy H: Online
75UGAAD & 26°c
SN WD-WMCZFO2: 1 years 7 months 26 ds
FW: 19.01H19
Bay 3 ST4000VX000-1F4168 I Online
SN Z H § 3oc
W ¢ D 6 months 25 days 5 hours
Notification
Disk replace acknowledged
Log Time Level Source Type Name Details
25 June 2025, . Disk replace Disk WDC WD2500AAKX-75UBAAD (WD-WMC2F0265775) now default disk in Bay
Information ~ eca0S Disk Guard
11:28:16 acknowledged 2

Email

[DC200012340007 Testbed-G] Hard disk replace acknowledged

ECA Notifications

To: @keong

<>GsF

Dear user,

@ & Reply * Repyal * Fomard & @

Wed 6/25/2025 1128 AM

Replacement of old disk with hard disk WDC WD2500AAKX-T5UBAAD (WD-WMC2F0265775) in

Bay 2 has been acknowledged

Time reported: 25-Jun-25 11:28:16 +08:00

Model- WDC WD2500AAKX-75UBAAD
Serial Number: WD-WMC2F0265775
Size: 232.9GB

For further assistance, please contact TrueBlue Care;

trueblue @gsfcorp.com
+603-8090 8277
Maonday - Friday, 9AM - 6PM

ou received this email because your email address is listed s the notification email for Engineered Computer

Appliance (ECA) serial no- DC200012340007

ECA, Smart Logic, and TrueBiue are products and services provided by GSF.
©2025 GSF Gorporation, F-21-34, 101 Boulevard, Jalan Kenari 6, 47170 Puchong, Selangor D E, Malaysia

© GSF Corporation

) Unit 21, Level 3A, Jalan Kenari 5, Bandar Puchong Jaya, 47170 Selangor D.E., Malaysia | @ +603-80908080 | <! info@gsfcorp.com
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13.8 Log

13.8.1

ECAOS USER GUIDE <>GSE

ECA reboot more than 3 times

Figure 209 Show chronological events in log when ECA reboot more than 3 times within 1 hour

Time
21 0ct 2022,17:15:16
210ct 2022,17:15:15

210ct 2022,17:15:14

13.8.2 AC Power loss

Level

Information

Warning

Warning

Source

Heartbeat

Heartbeat

Heartbeat

Type
o]
ECA Controller

ECA Controller

Figure 209

Name Details
DOO output set to high
Unauthorized system reboot

Alert on: System repetitive reboot

Figure 210 Show chronological events in log when AC power loss.

Time
21 0ct 2022,17:10:44
21 0ct 2022,17:10:43
21 0ct 2022,17:10:24
21 0ct 2022,17:10:23
21 0ct 2022,17:10:23
21 0c¢t 2022,17:10:21
21 0ct 2022,17:10118
21 0ct 2022,17:10118
21 0ct 2022,17:107
21 0ct 2022,17:10116
21 0Oct 2022,17:10115
21 0ct 2022,17:10210
21 Oct 2022, 17:10:09
21 Oct 2022, 17:10:09

21 Oct 2022, 17:05:32

13.8.3

Level

Information

Information

Information

Information

Information

Information

Information

Information

Warning

Warning

Information

Information

Warning

Warning

Warning

Unauthorize ECA Reboot

Source

Heartbeat

Heartbeat

Heartbeat

Heartbeat

Heartbeat

Heartbeat

Heartbeat

Heartbeat

Heartbeat

Heartbeat

Heartbeat

Heartbeat

Heartbeat

Heartbeat

Heartbeat

Type

ECA Motherboard
ECA Gateway

1o

ECA Controller
ECA Motherboard
Battery

Battery

ECA Motherboard
ECA Gateway
Battery

Battery

/0

ECA Controller
ECA Motherboard

ECA Controller

Figure 210

Name Details
System in eca0S

Gateway connected

DOO output set to low

Alert off: Unexpected system power loss
System powered up

Battery charging

Charger power resumed

AC power resumed

Gateway disconnected

Charger power loss

Battery discharging

DOO output set to high

Alert on: Unexpected system power loss
AC power loss

Unauthorized system reboot

Figure 211 Show chronological events in log when ECA reboot does not through Dashboard.

Time

21 Oct 2022, 17:05:32

21 Oct 2022, 17:05:27

21 Oct 2022, 17:05:25

21 0ct 2022, 17:05:11

21 0ct 2022, 17.04:59

Level

Warning

Information

Information

Warning

Information

Source

Heartbeat

Heartbeat

Heartbeat

Heartbeat

Heartbeat

Type

ECA Controller
ECA Motherboard
ECA Gateway
ECA Gateway

ECA Motherboard

Figure 211

© GSF Corporation
@ Unit 21, Level 3A, Jalan Kenari 5, Bandar Puchong Jaya, 47170 Selangor D.E., Malaysia | @ +603-80908080 | >< info@gsfcorp.com

Name Details
Unauthorized system reboot

System in eca0S

Gateway connected

Gateway disconnected

System leaving eca0S
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13.8.4 Unauthorize ECA Shutdown

Figure 212 Show chronological events in log when ECA shutdown does not through Dashboard.

Time Level Source Type Name Details
21 Oct 2022, 17:00:06 Information Heartbeat ECA Motherboard System in eca0S
21 0ct 2022, 17:00:03 Information Heartbeat ECA Gateway Gateway connected
21 Oct 2022, 16:59:49 Information Heartbeat ECA Motherboard System powered up by Heartbeat
21 0ct 2022, 16:59:43 Warning Heartbeat ECA Controller Unauthorized system shutdown
21 Oct 2022, 16:59:43 Information Heartbeat ECA Motherboard System shutdown
21 Oct 2022, 16:59:42 Warning Heartbeat ECA Gateway Gateway disconnected
21 Oct 2022, 16:59:32 Information Heartbeat ECA Motherboard System leaving eca0s
Figure 212
13.8.5 Authorize ECA Shutdown

Figure 213 Show chronological events in log when ECA shutdown through Dashboard.

Time Level Source Type Name Details
21 0ct 2022, 16:53:08 Information Heartbeat ECA Motherboard System shutdown
21 Oct 2022, 16:53:07 Warning Heartbeat ECA Gateway Gateway disconnected
21 Oct 2022, 16:52:56 Information Heartbeat ECA Motherboard System leaving eca0Ss
21 Oct 2022, 16:52:50 Information eca0s System Shutdown system
Figure 213
13.8.6 Authorize ECA Reboot

Figure 214 Show chronological events in log when ECA reboot through Dashboard.

Time Level Source Type Name Details
21 Oct 2022, 16:58:11 Information Heartbeat ECA Motherboard System in eca0S
21 Oct 2022, 16:58:09 Information Heartbeat ECA Gateway Gateway connected
21 Oct 2022, 16:57:54 Warning Heartbeat ECA Gateway Gateway disconnected
21 0ct 2022, 16:57:42 Information Heartbeat ECA Motherboard System leaving eca0S
21 Oct 2022, 16:57:39 Information eca0$ System Reboot system
Figure 214
13.8.7 Power up ECA by pressing power button

Figure 215 Show chronological events in log when ECA power up by pressing power button

Time Level Source Type Name Details
21 Oct 2022, 16:53:41 Information Heartbeat ECA Motherboard System in eca0S
21 Oct 2022, 16:53:39 Information Heartbeat ECA Gateway Gateway connected
21 Oct 2022, 16:53:25 Information Heartbeat ECA Motherboard System power button released
21 Oct 2022, 16:53:24 Information Heartbeat ECA Motherboard System powered up
21 Oct 2022, 16:53:19 Information Heartbeat ECA Motherboard System power button pressed
Figure 215

© GSF Corporation
@ Unit 21, Level 3A, Jalan Kenari 5, Bandar Puchong Jaya, 47170 Selangor D.E., Malaysia | @ +603-80908080 | >< info@gsfcorp.com
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13.8.8 Force shutdown by pressing power (heartbeat) button

Figure 216 Show chronological events in log when force shutdown by long pressed power button

Time Level Source Type Name Details
21 0ct 2022, 16:51:40 Information Heartbeat ECA Motherboard System in eca0S
210ct 2022,16:51:37 Information Heartbeat ECA Gateway Gateway connected
21 Oct 2022, 16:51:22 Information Heartbeat ECA Motherboard System powered up by Heartbeat
21 0ct 2022,16:51:19 Warning Heartbeat ECA Gateway Gateway disconnected
21 0Oct 2022, 16:51:12 Warning Heartbeat ECA Controller Unauthorized system shutdown
210ct 2022,16:51:12 Information Heartbeat ECA Motherboard System power button released
21 0ct 2022,16:51:12 Information Heartbeat ECA Motherboard System forced shutdown
Figure 216
13.8.9 Accessing Dashboard using Security Key

Figure 217 Show chronological events in log when accessing dashboard using security key

Time Level Source Type Name Details
21 0ct 2022,16:46:02  Information  eca0S Security Key Paired security key inserted Paired security key 'Security Key' (56a30456) was inserted
21 0ct 2022,16:46:02  Information  eca0S Security Key Security key inserted Security key 'Security Key' (56a30456) was inserted
Figure 217

13.8.10 Accessing Dashboard using Virtual Security Key

Figure 218 Show chronological events in log when accessing dashboard using Virtual security

key
Time Level Source Type Name Details
21 Oct 2022, 16:29:32 Information eca0S Virtual Security Key Valid passcode entered Login using virtual security key 'admin’

Figure 218

13.8.11 Add new Security Key

Figure 219 Show chronological events in log when add new security key.

Time Level Source Type Name Details
210ct 2022, 15:47:38 Information eca0s Security Key Security key added New security key ‘Security Key' (56a30456) was added
Figure 219

© GSF Corporation
@ Unit 21, Level 3A, Jalan Kenari 5, Bandar Puchong Jaya, 47170 Selangor D.E., Malaysia | @ +603-80908080 | >< info@gsfcorp.com
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13.8.12 Delete paired Security Key

Figure 220 Show chronological events in log when paired Security Key deleted.

Time Level Source Type Name Details
21 Oct 2022, 15:47:29 Information eca0S Security Key Security key deleted Security key 'Security Key' (56a30456) was deleted
Figure 220

13.8.13 Delete Virtual Security Key

Figure 220 Show chronological events in log when existing Virtual Security Key deleted.

Time Level Source Type Name Details
21 Oct 2022, Virtual Security Virtual security key . -
Information  eca0S Virtual security key ‘admin’ was deleted
15:53:02 Key deleted S
Figure 221

13.8.14 Add Virtual Security Key

Figure 220 Show chronological events in log when new Virtual Security Key added.

Time Level Source Type Name Details
25 Aug 2022, Virtual Securit:
4 Information  eca0s Y Virtual security key added New virtual security key ‘adminv2' was added
12:56:45 Key
Figure 222

13.8.15 Open ECA cover chassis

Figure 219 Show chronological events in log when ECA top cover open.

Time Level Source Type Name Details
21 Oct 2022, 15:57:58 Information Heartbeat 1/0 DOO0 output set to high
21 Oct 2022, 15:57:58 Warning Heartbeat ECA Controller Alert on: Unauthorized chassis opened
21 Oct 2022, 15:57:58 Warning Heartbeat ECA Motherboard System chassis opened
Figure 223

13.8.16 Close ECA cover chassis

Figure 219 Show chronological events in log when ECA top cover close.

Time Level Source Type Name Details
21 0ct 2022,16:38:20 Information Heartbeat 1/0 DOO output set to low
21 0ct 2022, 16:38:15 Information Heartbeat ECA Controller Alert off: Unauthorized chassis opened
21 0ct 2022, 16:38:15 Information Heartbeat ECA Motherboard System chassis closed
Figure 224

© GSF Corporation
@ Unit 21, Level 3A, Jalan Kenari 5, Bandar Puchong Jaya, 47170 Selangor D.E., Malaysia | @ +603-80908080 | >< info@gsfcorp.com



13.8.17 PSU Status

Figure 219 Show chronological events in the log when a power supply fault is detected and the

power supply is restored to normal.

Time

22 Jan 2024, 12:11:02

22 Jan 2024,12:10:02

22 Jan 2024, 12:09:02

22 Jan 2024, 12:08:02

Level

Warning

Information

Warning

Information

Source

Heartbeat

Heartbeat

Heartbeat

Heartbeat

Type

ECA Power Supply
ECA Power Supply
ECA Power Supply

ECA Power Supply

Name

Power supply fault

Power supply back to normal
Power supply fault

Power supply back to normal

Figure 225

Details

PSU 2 fault detected

PSU 1 fault detected
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139 ecaOS SNMP Notification
13.9.1 CPU Activity

e CPU activity above limit

Message Details *

Meszage Type: Trap2Message

Time Received: 14-May-24 12:00:22 PM

SNMP Version: Two

Origin Address/Port: 10.0.0.187.65420

Destination Address/Port: 0.0.0.0:162

Community: public

Id: 0

Variable ID= and Values:
1.3.6.1.4.1.82770.1.1 (timestamp): 1715659217935
1.3.6.1.4.1.82770.1.2 (eventSource). os
1.3.6.1.4.1 32770 1.3 (eveniType): cpu_activity
1.3.6.1.41.82770.1.4 (eventMame): abowve_limit
1.3.6.1.4.1.82770.2.1 (current). 4
1.36.1.41.82770.2 2 (average). 6
1.3.6.1.4.1.82770.2.3 (threshold): 5
1.3.6.1.4.1.82770.2 4 (thresholdinterval): 5

Description:

SysUpTime: 0

DID: 1.3.6.1.4.1.82770.1

Figure 226

e CPU activity back to normal

- Message Details *

Mes=zage Type: TrapZMessage
Time Received: 14-May-24 12:11:4% PM
| SNMP Version: Two
| Origin Address/Port: 10.0.0.187:64422 |
Destination Address/Port: 0.0.0.0:162
Community: public
| d: 0
Variable IDs and Values:
1.3.6.1.4.1.82770.1.1 (timestamp): 1715659904172
1.3.6.1.4.1.82770.1.2 (eventSource): oz
1.3.6.1.4.1.82770.1.3 (eveniType): cpu_activity
1.3.6.1.41.82770.1 4 (eventName). above_return_normal
1.3.6.1.4.1.82770.2.1 (current). 17
1.3.6.1.4.1.82770.2.2 (average): 4
1.3.6.1.4.1.82770.2.3 (threshold): 5
1.3.6.1.4.1.82770.2 4 (thresholdinterval). 0
Description:
SysUpTime: 0
olD: 1.3.6.1.4.1.82770.1

Figure 227
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13.9.2 Memory Activity

e Memory activity above limit

Message Details X

Message Type: TrapZMessage

Time Received: 14-May-24 11:52.27 AN

SNMP Version: Two

Origin Address/Port: 10.0.0.187:535939

Destination Address/Port: 0.0.0.0:162

Community: public

d: 0

Mariable IDs and Values:
1.3.6.1.4.1.82770.1.1 (timestamp): 1715858742995
1.3.6.1.4.1.82770.1.2 (eventSource): oz
1.3.6.1.4.1.82770.1.3 (eveniType): memory_activity
1.3.61.41.82770.1 4 (eventName): above_limit
1.3.6.1.41.82770.3.1 (current_}. 34
1.3.6.1.4.1.82770.3.2 (average_). 33
1.3.6.1.4.1.82770.3.3 (threshold__): 5
1.3.6.1.4.1.82770.3 .4 (thresholdinterval__): 5

Description:

SysUpTime: 0

olD: 1.3.6.1.4.1.82770.1

Figure 228

e Memory activity back to normal

| Message Details 4

Message Type: TrapZMessage

Time Received: 14-May-24 12:48:15 PM

SNMP Version: Two

Origin Address/Port: 10.0.0.187.57216 |

Destination Address/Port: 0.0.0.0:162

Community: public

d: 0

Wariable IDs and Values:
1.3.6.1.4.1.82770.1.1 (timestamp): 1715662094742
1.3.6.1.4.1.82770.1 .2 (eventSource): o=
1.3.6.1.4.1.82770 1.3 (eveniType). memory_activity
1.3.8.1.4.1.82770.1.4 (eventName}. above_return_normal
1.3.6.1.4.1.82770.3.1 (current_): 39
1.3.6.1.4.1.82770.3.2 (average_): 39
1.3.6.1.4.1.82770.3.3 (threshold__): 40
1.3.6.1.4.1.82770.3.4 (thresholdinterval__): 0

Description:

SysUpTime: 0

0ID: 1.3.6.1.4.1.82770.1

Figure 229
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13.9.3 Disk Activity

Message Details

o Disk read activity above limit

i Message Type: TrapZMessage
| Time Received: 14-May-24 12:45:45 PM
| SHMP Version: Two

Origin Address/Port: 10.0.0. 187:57219

| Destination Address/Port: 0.0.0.0:182

Community: public
d: 0
Mariable IDs and Values:

1.3.6.1.4.1.82770.1.1 (timestamp): 1715862120388
1.3.6.1.4.1.82770.1.2 (eventSource): oz
1.3.6.1.4.1.82770.1.3 (eventType): disk_activity
1.3.61.41.82770.1 4 (eventName): above_limit
1.3.6.1.4182770 45 (averageRead). 364
1.3.6.1.4.1.82770.4.6 (averageReadUnit); KB
1.3.6.1.4.1.82770.4.9 (thresholdUpper): 114
1.3.6.1.4.1.82770.4.10 (thresholdUpperlinit): KB
1.3.6.1.41.82770 4 11 (thresholdUpperintervaly. S

Description:
SysUpTime: 0
0ID: 1.3.6.1.4.1.82770.1

Figure 230

o Disk read activity back to normal

Message Type: TrapZMessage

+ Time Received: 14-May-24 2:31:43 PM
{ SHMP Version: Two
| Origin Address/Port: 10.0.0.187.54320

Destination Address/Port: 0.0.0.0:162

! Community: public

d: 0

| Variable IDs and Values:

1.3.6.1.4.1.82770.1.1 (timestamp): 1715668303485
1.3.6.1.4.1.82770.1 .2 (eventSource): o=
1.3.6.1.4.1.82770.1.3 (eventType): disk_activity
1.3.8.1.4.1.82770.1.4 (eventName}. above_return_normal
1.3.6.1.4.1.82770 4.5 (averageRead): 163
1.3.6.1.4.1.82770 4.6 (averageReadUnit): KB
1.3.6.1.4.1.82770.4.9 (thresholdUpper): 500
1.3.6.1.4.1.82770.4.10 (thresholdUpperlnit): KB
1.3.6.1.4.1.82770.4.11 (thresheldUpperinterval): 5

| Description:

SysUpTime: 0

| OID: 1.3.6.1.4.1.82770.1

Figure 231
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o Disk write activity above limit

Message Details

; Mes=sage Type: TrapZMessage

Time Received: 14-May-24 12:54:1% PM
SNKP Version: Two

| Origin Address/Port: 10.0.0.187:53538
| Destination Address/Port: 0.0.0.0:162

Community: public
d: 0

| wariable IDs and Values:

1.3.6.1.4.1.82770.1.1 (timestamp): 1715662454001
1.3.6.1.4.1.82770.1.2 (eventSource): oz
1.3.6.1.4.1.82770.1.3 (eventType): disk_activity
1.3.6.1.41.82770.1.4 (eventName). below _limit
1.3.6.1.4.1.82770 4.7 (averageWrite); 942
1.3.6.1.4.1.82770.4.8 (averageWriteUnit): KB
1.3.61.41.82770 412 (thresholdLower): 2
1.3.6.1.4.1.82770.4.13 (thresholdLowerUnit): MB
1.3.6.1.4.1.82770.4.14 (thresholdLowerinterval). 5

Description:
SysUpTime: 0
0ID: 1.3.6.1.4.1.82770.1

Figure 232

o Disk write activity back to normal

Message Details

Message Type: TrapZMessage

Time Received: 14-May-24 2:12:14 PM

SNMP Version: Two

Origin Address/Port: 10.0.0.187:58381
Destination Address/Port: 0.0.0.0:162
Community: public

d: 0

Wariable IDs and Values:

1.3.6.1.4.1.82770.1.1 (timestamp): 1715667129782
1.3.6.1.41.82770.1.2 (eventSource). 03
1.3.6.1.4.1.82770.1.3 (eventType): disk_activity
1.3.6.1.4.1.82770.1.4 (eventName): below_return_normal
1.3.6.1.4.1.82770. 4.7 (averageWrite): 3
1.3.6.1.41.82770 4.8 (averageWriteUnit). MB
1.3.6.1.4.1.82770.4.12 (thresholdLower). 2
1.3.6.1.4.1.82770.4.13 (thresholdLowerUnit): MB
1.3.6.1.4.1.82770.4.14 (thresholdLowerinterval): 5

Description:

SysUpTime: 0

olD: 1.3.6.1.4.1.82770.1

Figure 233
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Network Activity

o Network send activity above limit

| Message Details

Message Type: TrapZMessage

Time Received: 14-May-24 12.29:55 PM

SNMP Version: Two
| Origin Address/Port: 10.0.0.187:53680
1 Destination Address/Port: 0.0.0.0:162

Community: public
o

Mariable IDs and Values:

1.3.6.1.4.1.82770.1.1 (timestamp): 1715880990035
| 1.3.6.1.4.1.82770.1.2 (eventSource): os
1.3.6.1.4.1.82770.1.3 (eveniType): network_activity

| 136141827701 4 (eventName): above_limit
1.3.6.1.41827705.7 (averageSend). 736
1.3.6.1.4.1.82770.5.8 (averageSendUnit); Kb
1.3.6.1.4.1.82770.5.9 (thresholdUpper_): 680
1.3.6.1.4.1.82770.5.10 (thresholdUpperUnit_): Kb
| 1.38.1.41.827705.11 (thresholdUpperinterval ) 5

Description:
| SysUpTime: 0

0ID: 1.3.6.1.4.1.82770.1

Figure 234

o Network send activity back to normal

Message Details

Message Type: TrapZMessage
Time Received: 14-May-24 12:37:03 PM
SNMP Version: Two
| Origin Address/Port: 10.0.0.187:58424
Destination Address/Port: 0.0.0.0:162
Community: public
d: 0
Wariable IDs and Values:
1.3.6.1.4.1.82770.1.1 (timestamp): 1715661418685
1.3.6.1.4.1.82770.1 .2 (eventSource): o=
1.3.6.1.4.1.82770 1.3 (eventType). network_activity
1.3.8.1.4.1.82770.1.4 (eventName}. above_return_normal
| 1.3.6.1.4.1.82770.5.7 (averageSend): 629
1.3.6.1.4.1.82770.5.8 (averageSendUnit): Kb
1.3.6.1.41.82770.59 (thresholdUpper_). 680
1.3.6.1.4.1.82770.5.10 (thresholdUpperUnit_): Kb
1.3.6.1.4.1.82770.5.11 (thresheldUpperinterval ). 5
Description:
SysUpTime: 0
| OID: 1.3.6.1.4.1.82770.1

Figure 235
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o Network receive activity above limit

| Message Details

Mes=sage Type: TrapZMessage
Time Received: 14-May-24 12:52:16 PM
SNKP Version: Two
Origin Address/Port: 10.0.0.187:57224
Destination Address/Port: 0.0.0.0:162
Community: public
d: 0
Variable IDs and Values:
1.3.6.1.4.1.82770.1.1 (timestamp): 1715662331278
1.3.6.1.4.1.82770.1.2 (eventSource): oz
1.3.6.1.4.1.82770 1.3 (eventType): network_activity
1.3.6.1.41.82770.1.4 (eventName). below _limit
| 1.3.6.1.4.1.82770.5.5 (averageReceive): 12
1.3.6.1.4.1.82770.5.6 (averageReceivelnit). Mb
I 1.3.6.1.4.1.82770.5.12 (thresholdLower_): 21
1.3.6.1.4.1.82770.5.13 (thresholdLowerUnit_): Mb
1.3.6.1.4.1.82770.5.14 (thresholdLowerinterval_}: &
Description:
| SysUpTime: 0
| oID: 1.36.1.4.1.82770.1

Figure 236

o Network receive activity back to normal

Message Details

Message Type: TrapZMessage

Time Received: 14-May-24 2:14:15 PM

SNMP Version: Two

Origin Address/Port: 10.0.0.187:58385

Destination Address/Port: 0.0.0.0:162

Community: public

d: 0

Wariable IDs and Values:
1.3.6.1.4.1.82770.1.1 (timestamp): 1715667250003
1.3.6.1.41.82770.1.2 (eventSource). 03
1.3.6.1.4.1.82770.1.3 (eveniType): network_activity
1.3.6.1.4.1.82770.1.4 (eventName): below_return_normal
1.3.6.1.4.1.82770.5.5 (averageReceive): 30
1.3.6.1.4.1.82770 56 (averageReceivelnit). Mb
1.3.6.1.4.1.82770.5.12 (thresholdLower_}): 21
1.3.6.1.4.1.82770.5.13 (thresholdLowerUnit_): Mb
1.3.6.1.4.1.82770.5.14 (thresholdLowerinterval_): 5

Description:

SysUpTime: 0

olD: 1.3.6.1.4.1.82770.1

Figure 237
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o Network cable unplugged

Message Details

; Mes=sage Type: TrapZMessage

Time Received: 14-May-24 12:29:47 PM
SNKP Version: Two

Origin Address/Port: 10.0.0.187:51541
Destination Address/Port: 0.0.0.0:162

| Community: public

d: 0
Variable IDs and Values:
| 1.3.6.1.4.1.82770.1.1 (timestamp): 1715560982167
1.3.6.1.4.1.82770.1.2 (eventSource): oz
1.3.6.1.4.1.82770 1.3 (eventType): network_activity
| 1.3.6.1.41.82770.1 4 (eventName}. removed
1.3.6.1.4.1.82770.5.17 (adapterName): Intel(R} Ethernet Connection (11} 219-LM
| Description:
SysUpTime: 0
| 0ID: 1.3.5.1.4.1.82770.1

Figure 238

o Network cable plugged

Message Details

Message Type: TrapZMessage

Time Received: 14-May-24 12:27.28 PM

SNMP Version: Two

Origin Address/Port: 10.0.0.187:65445

Destination Address/Port: 0.0.0.0:162

Community: public

d: 0

Wariable IDs and Values:
1.3.6.1.4.1.82770.1.1 (timestamp): 1715660841602
1.3.6.1.41.82770.1.2 (eventSource). 03
1.3.6.1.4.1.82770.1.3 (eveniType): network_activity
1.3.6.1.4.1.82770.1.4 (eventName): inzerted
1.3.6.1.4.1.82770.5.17 (adapterName): Intel{R} Ethernet Connection (11} 219-LM

Description:

SysUpTime: 0

olD: 1.3.6.1.4.1.82770.1

Figure 239
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13.9.5 Disk Guard

e Disk removed

Message Details X |

Message Type: TrapZMessage |

Time Received: 14-May-24 11:55:41 AM

SNMP Version: Two

Origin Address/Port: 10.0.0.137:54042

Destination Address/Port: 0.0.0.0:162

Community: public

d: 0

Mariable IDs and Values:
1.3.6.1.4.1.82770.1.1 (timestamp): 1715858997059
1.3.6.1.4.1.82770.1.2 (eventSource): oz
1.3.6.1.4.1.82770.1.3 (eveniType): disk_guard
1.3.6.1.41.82770 1 4 (eventName): disk_removed
1.3.6.1.4.1.82770.6.1 (label): Bay 12
1.3.6.1.4.1.82770.6.2 (model): TOSHIBA MCOLACA400E
1.3.6.1.4.1.82770.6.3 (serialNumber): 44TSKO0JFLSA
1.3.6.1.4.1.82770.6 4 (capacitBytes ). 4000762036224

Description:

SysUpTime: 0

olD: 1.3.6.1.4.1.82770.1

Figure 240

e Disk remove acknowledged

Message Details 4

Message Type: TrapZMessage

Time Received: 14-May-24 12:06:56 PM

SNMP Version: Two

Origin Address/Port: 10.0.0.187.55871

Destination Address/Port: 0.0.0.0:162

Community: public

d: 0

Wariable IDs and Values:
1.3.6.1.4.1.82770.1.1 (timestamp): 1715659611921
1.3.6.1.4.1.82770.1 .2 (eventSource): o=
1.3.6.1.4.1.82770 1.3 (eveniType): disk_guard
1.3.6.1.4.1.82770.1.4 (eventName): disk_remove_acknowledged
1.3.6.1.4.1.82770.5.1 (label): Bay 7
1.3.6.1.4.1.82770.6.2 (model): WDC WDE004AAJS-00LTAD
1.3.6.1.4.1.82770.6.3 (serialNumber). WD-WNAWZR124424
1.3.6.1.4.1.82770.6.4 (capacitBytes). 160094905958

Description:

SysUpTime: 0

0ID: 1.3.6.1.4.1.82770.1

Figure 241
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o Disk replaced

Message Details

Mes=sage Type: TrapZMessage

Time Received: 14-May-24 11:57:33 AN

SNKP Version: Two

Origin Address/Port: 10.0.0.187:81829

Destination Address/Port: 0.0.0.0:162

Community: public

d: 0

Variable IDs and Values:
1.3.6.1.4.1.82770.1.1 (timestamp): 1715659048575
1.3.6.1.4.1.82770.1.2 (eventSource): oz
1.3.6.1.41.82770 1.3 (eventType): disk_guard
1.3.6.1.41.82770.1 4 (eventName): disk_replaced
1.3.6.1.4.1.82770.6.1 (label): Bay 12
1.3.6.1.4.1.82770.6.2 (model): ST2Z000NMO011
1.3.6.1.4.1.82770.6.3 (zerialNumber): Z1P04HHK
1.3.6.1.4.1.82770.5.4 (capacitBytes). 2000381018112
1.3.6.1.4.1.82770.6.5 (prevModel): TOSHIBA MCOLACA4Q0E
1.3.6.1.4.1.82770.6.6 (prevSerialNumber): 44TSKO0DJFLSA
1.3.6.1.4.1.82770.6.7 (prevCapacityBytes): 4000762036224

Description:

SysUpTime: 0

olD: 1.3.6.1.4.1.82770.1

Figure 242

o Disk replace acknowledged

Message Details

Message Type: TrapZMessage

Time Received: 14-May-24 11:55:08 AM

SNMP Version: Two

Origin Address/Port: 10.0.0.187:57160

Destination Address/Port: 0.0.0.0:162

Community: public

d: 0

Wariable IDs and Values:
1.3.6.1.4.1.82770.1.1 (timestamp): 1715659141829
1.3.6.1.41.82770.1.2 (eventSource). 03
1.3.6.1.4.1.82770.1.3 (eveniType): disk_guard
1.3.6.1.4.1.82770.1.4 (eventMame): dizsk_replace_acknowledged
1.3.6.1.4.1.82770.6.1 (label): Bay 12
1.3.6.1.4.1.82770.6.2 (model): ST2Z000NMO011
1.3.6.1.4.1.82770.6.3 (serialNumber): Z1P04HHK
1.3.6.1.4.1.82770.6.4 (capacitBytes): 2000381018112

Description:

SysUpTime: 0

oID: 1.3.6.1.4.1.82770.1

Figure 243
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e Disk inserted

Message Details

Mes=sage Type: TrapZMessage

Time Received: 14-May-24 11:55:41 AN

SNKP Version: Two

Origin Address/Port: 10.0.0.187:54593

Destination Address/Port: 0.0.0.0:162

Community: public

d: 0

Variable IDs and Values:
1.3.6.1.4.1.82770.1.1 (timestamp): 1715658996918
1.3.6.1.4.1.82770.1.2 (eventSource): oz
1.3.6.1.41.82770 1.3 (eventType): disk_guard
1.3.6.1.41.82770.1.4 (eventName): disk_inserted
1.3.6.1.4.1.82770.5.1 (label): Bay 1
1.3.6.1.4.1.82770.6.2 (model): ST16000NM001G-2KK103
1.3.6.1.4.1.82770.6.3 (zerialNumber): ZL2GEOGTE
1.3.6.1.4.1.82770.6.4 (capacitBytes). 16000300352360

Description:

SysUpTime: 0

0ID: 1.3.6.1.4.1.82770.1

Figure 244
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13.9.6 Disk Health

8

e Disk health status is warning

Message Details

Message Type: TrapZMessage

Time Received: 14-May-24 11:57:34 AM

SNMP Version: Two

Origin Address/Port: 10.0.0 18757157

Destination Address/Port: 0.0.0.0:162

Community: public

d: 0

Mariable IDs and Values:
1.3.6.1.4.1.82770.1.1 (timestamp): 1715859043155
1.3.6.1.4.1.82770.1.2 (eventSource): oz
1.3.6.1.4.1.82770.1.3 (eveniType): digk_health
1.3.61.4 1827701 4 (eventName): dizsk_health_warning
1.3.6.1.4.1.82770.7 1 (label_): Bay 12
1.3.6.1.4.1.82770.7.2 (model_): ST2000NMO011
1.3.6.1.4.1.82770.7.3 (serialNumber_): Z1PO4HHK
1.3.6.1.4.1.82770.7 4 (capacity): 2000381018112
1.3.6.1.4.1.82770.7 5 (health): 56
1.3.6.1.4.1.82770.7 .5 (temperature): 0
1.3.6.1.4.1.82770.7.7 (powerOnHourz): 43617
1.3.6.1.4.1.82770.7 8 (badSectorsCount): 22

Description:

SysUpTime: 0

olD: 1.3.6.1.4.1.82770.1

Figure 245

e Disk health status is critical

Message Details

Message Type: TrapZMessage

Time Received: 14-May-24 11:54:55 AM

SNMP Version: Two

Origin Address/Port: 10.0.0.187.63887

Destination Address/Port: 0.0.0.0:162

Community: public

d: 0

Wariable IDs and Values:
1.3.6.1.4.1.82770.1.1 (timestamp): 1715658891963
1.3.6.1.4.1.82770.1 .2 (eventSource): o=
1.3.6.1.4.1.82770 1.3 (eventType): disk_health
1.3.8.1.4.1.82770.1.4 (eventName): dizsk_health_critical
1.3.6.1.4.1.82770.7 .1 (label_) Bay 7
1.3.6.1.4.1.82770.7 .2 (model_): WDC WD1600AAJS-00L7AD
1.3.6.1.4.1.82770.7.3 (zerialNumber_}. WD-WMAVZR124424
1.3.6.1.4.1.82770.7 .4 (capacity): 160094905958
1.3.6.1.4.1.82770.7.5 (health): 36
1.3.6.1.4.1.82770.7.6 (temperature): 27
1.3.61.41.82770.7 7 (powerOnHours): 265738
1.3.6.1.41.82770.7 8 (badSectorsCount). 0

Description:

SysUpTime: 0

0ID: 1.3.6.1.4.1.82770.1

Figure 246
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13.9.7 Hardware Monitor

e Fan status below limit

| Message Details

Message Type: TrapZMessage

| Time Received: 14-May-24 12:21:33 PM
| SNMP Version: Two
| Origin Address/Port: 10.0.0.187:64591

Destination Address/Port: 0.0.0.0:162
Community: public
d: 0

| Mariable ID= and Values:

1.3.6.1.4.1.82770.1.1 (timestamp): 1715860433535
1.3.6.1.4.1.82770.1.2 (eventSource): oz
1.3.6.1.4.1.82770.1.3 (eveniType): hardware_health
1.3.61.41.82770.1 4 (eventName): casing_fan_below _limit
1.3.6.1.4.1.82770.9.5 (fanSpeed). 0

1.3.6.1.4.1.82770.9.6 (averageFanSpeed). 0
1.3.6.1.4.1.82770.9.3 (threshold_): 3000
1.3.6.1.4.1.82770.9.4 (thresholdinterval_}: 10

Description:
SysUpTime: 0
olD: 1.3.6.1.4.1.82770.1

Figure 247

e Mainboard battery status below limit

Message Details

Meszage Type: TrapZMessage

Time Received: 19-Mar-25 12:42:11 PM

SNMP Version: Two

Origin Address/Port: 10.0.0.197:59358

Destination Address/Port: 0.0.0.0:162

Community: public

id: 0

Variable ID= and Values:
1.3.6.1.4.1.82770.1.1 (timestamp): 1742359331156
1.3.6.1.4.1.82770.1.2 (eventSource): os
1.3.6.1.4.1.82770.1.3 (eventType). hardware_health
1.3.6.1.4.1.82770.1.4 (eventName). beard_voltage_battery below_limit
1.3.61.4182770.97 (voltage). 0
1.3.6.1.4.1.82770.9.8 (averageVoltage): 0
1.3.6.1.4.1.82770.9.9 (normalvoltage): 0
1.3.6.1.4.1.82770.9.3 (threshold_): 3
1.3.6.1.4.1.82770.9.4 (thresholdinterval_). 10

Description:

SyzUpTime: 0

0ID: 1.3.6.1.4.1.82770.1

Figure 248
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\\

13.9.8 Session Shield [Only available in Windows Client]

e Session Shield status is warning

e m e e

= L

Message Details x

Meszage Type: TrapZMessage

Time Received: 18-May-24 12:25:51 PM

SNMP Version: Two

Origin Address/Port: 10.0.0.195:58200

Destination Address/Port: 0.0.0.0:162

Community: public

Id: 0

Variable I0= and Values:
1.3.6.1.4.1.82770.1.1 (timestamp): 1716006344643
1.36.1.4.1.82770.1.2 (eventSource). os
1.36.1.4.1.82770.1.3 (eveniType). uwf
1.3.6.1.4.1.82770.1.4 (eventName). warning
1.3.5.1.4.1.82770.10.1 (status__ ) Warning
1.3.6.1.4.1.82770.10.2 (available): 947
1.36.1.4.1.82770.10.3 (availablePercent): 0

Description:

SysUpTime: 0

0ID: 1.3.6.1.4.1.82770.1

Figure 249

e Session Shield status is critical

Message Details *

m

Message Type: Trap2Message
Time Received: 18-May-24 122756 PM
SNMP Version: Two
Origin Address/Port: 10.0.0.195:53585
Destination Address/Port: 0.0.0.0:162
Community: public
d: 0
Variable IDs and Values:
1.3.6.1.4.1.82770.1.1 (timestamp): 1716005455791 Tr
1.3.6.1.41.82770.1.2 (eventSource): 03
1.3.6.1.4.1.82770.1.3 (eventType): uwf
1.3.6.1.4.1.82770.1.4 (eventName): critical
1.3.6.1.4.1.82770.10.1 (status__): Critical
1.3.6.1.4.1.82770.10.2 (available): 308
1.3.6.1.4.1.82770.10.3 (availablePercent): 0
Description:
SysUpTime: 0
0ID: 1.3.6.1.4.1.82770.1

2r——1r

Figure 250

© GSF Corporation
@ Unit 21, Level 3A, Jalan Kenari 5, Bandar Puchong Jaya, 47170 Selangor D.E., Malaysia | @ +603-80908080 | >< info@gsfcorp.com



140 ECAOS USER GUIDE

13.9.9 Application Monitor

e Application started

| Message Details

. Message Type: TrapZMessage

| Time Received: 14-May-24 12:11:48 PM
SNMP Version: Two
Origin Address/Port: 10.0.0.137:564389
Destination Address/Port: 0.0.0.0:162

( Community: public
d: 0

Mariable IDs and Values:
1.3.6.1.4.1.82770.1.1 (timestamp): 1715859903405
1.3.6.1.4.1.82770.1.2 (eventSource): oz
| 1.3.6.1.4.1.82770.1.3 (eveniType): process
1.3.61.41.82770 1.4 (eventName): started
1.3.68.1.41.82770.11 1 (displayMame}. Mnt
+ Description:
SysUpTime: 0
0ID: 1.3.6.1.4.1.82770.1

Figure 251

e Application stopped

Message Details

Message Type: TrapZMessage

Time Received: 14-May-24 12:13:41 PM

SNMP Version: Two

Origin Address/Port: 10.0.0.187:61709

Destination Address/Port: 0.0.0.0:162

Community: public

d: 0

Wariable IDs and Values:
1.3.6.1.4.1.82770.1.1 (timestamp): 1715660016843
1.3.6.1.4.1.82770.1 .2 (eventSource): o=
1.3.6.1.41.82770 1.3 (eveniType). process
1.3.8.1.4.1.82770.1.4 (eventName). stopped
1.3.6.1.4.1.82770.11.1 (dizplayMame): Mnt

Description:

SysUpTime: 0

oID: 1.3.6.1.4.1.82770.1

Figure 252
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13.9.10 Redundant Storage System

e Storage pool status is healthy

Message Details X

Message Type: TrapZMessage

Time Received: 14-May-24 11:55:38 AM

SNMP Version: Two

Origin Address/Port: 10.0.0.137:64551

Destination Address/Port: 0.0.0.0:162

Community: public

d: 0

Mariable IDs and Values:
1.3.6.1.4.1.82770.1.1 (timestamp): 1715858993259
1.3.6.1.4.1.82770.1.2 (eventSource): oz
1.3.6.1.4.1.82770.1.3 (eveniType): rzs
1.3.61.41.82770.1 4 (eventName): storage_pool_status_healthy
1.3.6.1.41.82770.12.1 (friendlyMame}. DataPool
1.3.6.1.4.1.82770.12.2 (healthStatus): Healthy
1.3.6.1.4.1.82770.12.3 (operationalStatus); OK

Description:

SysUpTime: 0

oID: 1.3.6.1.4.1.82770.1

Figure 253

e Storage pool status is warning

Message Details 4

Message Type: TrapZMessage

Time Received: 14-May-24 11:55:02 AM

SNMP Version: Two

Origin Address/Port: 10.0.0.187:58613

Destination Address/Port: 0.0.0.0:162

Community: public

d: 0

Wariable IDs and Values:
1.3.6.1.4.1.82770.1.1 (timestamp): 1715658897953
1.3.6.1.4.1.82770.1 .2 (eventSource): o=
1.3.6.1.4.1.82770.1.3 (eventType). rss
1.3.8.1.4.1.82770.1 .4 (eventName}: storage_pool_status_warning
1.3.6.1.4.1.82770.12.1 (friendlyName}. DataPool
1.3.6.1.4.1.82770.12.2 (healthStatus): Warning
1.3.6.1.41.82770.12 3 (operationalStatus ). Degraded

Description:

SysUpTime: 0

olD: 1.3.6.1.4.1.82770.1

Figure 254
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e Storage pool status is unhealthy

-
Message Details X

Mes=zage Type: Trap2Message

Time Received: 19-Mar-25 12:26:11 PM

SNMP Version: Two

Origin Address/Port: 10.0.0.197:55111

Destination Address/Port: 0.0.0.0:162

Community: pubdlic

id: 0

Variable IDs and Values:
1.3.6.1.4.1.82770.1.1 (timestamp): 1742358371199
1.3.6.1.4.1.82770.1.2 (eventSource). os
1.3.6.1.4.1.82770.1.3 (eveniType): rss
1.3.8.1.4.1.82770.1.4 (eventName): storage_pool_status_unhealthy
1.3.6.1.4.1.82770.12.1 (friendhyMame): DataPool
1.3.6.1.41.82770.12 2 (healthStatus). Unhealthy
1.3.6.1.4.1.82770.12.3 {operationalStatus). Read Only

Description:

SysUpTime: 0

OID: 1.3.6.1.4.1.82770.1

Figure 255

e Virtual disk status is healthy

Message Details X

Message Type: TrapZMessage

Time Received: 14-May-24 11:55.54 AN

SNMP Version: Two

Origin Address/Port: 10.0.0.187:54045

Destination Address/Port: 0.0.0.0:162

Community: public

d: 0

Mariable IDs and Values:
1.3.6.1.4.1.82770.1.1 (timestamp): 1715859003511
1.3.6.1.4.1.82770.1.2 (eventSource): oz
1.3.6.1.4.1.82770.1.3 (eveniType): rzs
1.3.61.41.82770.1 4 (eventName): virtual_disk_status_healthy
1.3.6.1.41.82770 .12 1 (friendlyMame). DataSpace
1.3.6.1.4.1.82770.12.2 (healthStatus): Healthy
1.3.6.1.4.1.82770.12.3 (operationalStatus); OK

Description:

SysUpTime: 0

oID: 1.3.6.1.4.1.82770.1

Figure 256
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e Virtual disk status is warning

Message Details *

| Message Type: TrapZMessage
Time Received: 14-May-24 11:55:42 AN
SNKP Version: Two |
Origin Address/Port: 10.0.0.187:54043
Destination Address/Port: 0.0.0.0:162
| Community: public
d: 0
| Wariable IDs and Values:
| 1.3.6.1.4.1.82770.1.1 (timestamp): 1715658997450
1.3.6.1.4.1.82770.1.2 (eventSource): oz
1.3.6.1.41.32770 1.3 (eventType): rss
| 1.3.6.1.41.82770.1 4 (eventName}: virtual_disk_status_warning
1.3.6.1.4.1.82770.12.1 (friendlyMame}. DataSpace
| 1.3.6.1.4.1.82770.12.2 (healthStatus ). Warning
1.3.6.1.41.82770 12 3 (operationalStatus): In Service
Description:
SysUpTime: 0
olD: 1.3.6.1.4.1.82770.1

Figure 257

e Virtual disk status is unhealthy

Message Details x

Meszage Type: TrapZMessage

Time Received: 18-Mar-25 12:26:11 PM

SNMP Version: Two

Crrigin Addrezs/Port: 10.0.0.197.55112

Destination Address/Port: 0.0.0.0:162

Community: public

id: 0

Variable ID= and Values:
1.3.6.1.4.1.82770.1.1 (timestamp): 1742358371200
1.3.6.1.4.1.32770.1.2 (eventSource). o8
1.3.6.1.4.1.82770.1.3 (eventType). rss
1.3.61.41.82770.1 .4 (eventName): virtual_disk_status unhealthy
1.3.68.1.4.1.82770.12.1 (friendhyMame): DataSpace
1.3.6.1.4.1.82770.12.2 (healthStatus): Unhealthy
1.3.68.1.4.1.82770.12.3 (operationalStatus): Detached

Description:

SyslpTime: 0

OID: 1.3.6.1.4.1.82770.1

Figure 258
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